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Scope

Scope of this document is the specification oftduene Area Network (HAN) architecture, the set
of devices and application-layer messages that stgpEnergy@home use cases [R1]. This
document is based upon [R8] and it extends Zigeeications by defining new ZigBee devices
and clusters, leveraging on both the functionaite ZigBee-based application specification
(profiles [R2] - [R5] and CENELEC interworking spications ([R6] - [R7]). As consequence,
clusters taken from both ZigBee Home Automation @igBee Smart Energy profile have been
adopted by the Energy@home Association and allntwe extensions have been designed to be
potentially mapped as an extension of existing daesh Public profile. On 2013, the ZigBee
Alliance agreed to include those extensions ineodlgBee Home Automation profile 1.2 standard
([R11]). This Energy@home document extends the ZggBome automation Profile 1.2 standard
by introducing new clusters and more detailed imi@tion related to the Smart Info functionalities
and CEMS algorithms.

Foreword

Energy@home is a no-profit association that aimdeteelop & promote technologies and services
for energy efficiency in the home, for the benefithe environment, based upon device to device
communication. Its goal is to promote the developmeend widespread of products and services
based on the collaboration of the appliances withan household and their integration with the
Smart Grid.

The Association was founded on July 2012 by Telettatra, Electrolux, Enel Distribuzione, and
Indesit Company and it is open to new membersh@ttime of writing the Association counts 23
members from different industries: the electricggtem industry (Enel and Edison), household
appliances manufacturers (Electrolux, Indesit CamgpaWhirlpool, Ariston Thermo and
Eurotherm), telecommunications (Telecom ltalia &fodafone), ICT companies (Reply, Altran and
Intecs), micro-electronics vendors (Freescale, Baehand ST Microelectronics), a company for the
inverter and storage systems (Power-One), as walesearch institutes (Istituto Superiore Mario
Boella), small/medium-sized companies (URMET, Fly-Blexgrid, , MAC, Gemino) and startup

(Lyt Inc).

The Energy@home Association aims to use the newarnrdtion technologies and electronic
equipment’s to transform the home environment iee@msystem of devices that communicate with
each other’s: the electric meter, household appdian electrical system, and the network of
broadband telecommunications, small renewable p@heert and energy storage. Communication
allows these devices to be integrated in a smayt wareasing energy efficiency, reliability and
security of the domestic energy system, and giwagsumers more information and power of
choice.

The activities of the Association are organized iwbrking groups and, in addition to the definition
of architectures and technical specifications,udelthe analysis of the use cases and the impact on
the regulatory environment, experimenting with pilorojects and the dissemination of the
specifications.

Energy@home is an acknowledged contributor to tig8&e Home Automation 1.2 standard that
integrates devices, functionalities and use caEs@gy@home.
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Change history

The following table shows the change history fas #pecification.

Revision

Description

0.1

Original version from Telecom lItalia, startifrgm the public versior
available (version 1.0, revision 1.10).

Reviewed the whole specification to reflect all thewvs coming from
the publication of the ZigBee Home Automation peofil.2 that
includes all the E@h devices and clusters defimedhe previous
release of this specification document.

0.2

Updated the notice section (page 1) and theduttion following what
has been published in the data model document.

0.3

Added a new chapter (4) with a contribution frofénh, the production
forecast acquisition system

0.4

Completely reviewed and upgraded chapter 2u&eg Diagram, angd

split in two parts (some text is now in 5.2)

0.5

Included new sections reporting the Overloadrivig scenario, the
Smart Info extensions and the algorithm behind BI®0O to control
overloads. Merged also section 5 from the sepatatement agreed
mainly with PowerOne.

0.6

Final editorial changes before publication.luded support for cyclig
machine (a Power Profile extension).

0.7

Changes applied following the Septemb¥rphone call (see the E@h

minutes for more details)

0.8

Removed Chapter 3.

Renamed, merged and changed different section'srand Chapter 4
and 5

2.0

Renamed the E@h spec from 1.1 to 2.0.

Reordered some chapters based on Board’s feedback.

Table 1 — Document revision change history.

Information in this document is preliminary and @b to change, however anyone
encouraged to review and provide comments at tfl@avimg e-mail addresses:

comments@energy-home.it

Energy@home reserves the right to publish futuresises of these specifications
without any prior notice.

S
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1 Introduction

Following the European roadmap for the implemeatatif the Smart Grigd where concepts like
flexible demand and generation are taken into atg@mne of the cornerstone requirement for the
support of an efficient integration of renewableergy sources into the energy system is the
flexibility that a customer could offer to the Sm&rid actors through a so called “Smart Grid
Connection Point”, that represents the physicallagital interface from the customer to the grid.
The generic architecture that describes the funstimvolved in the interactions between the
Customer and the Grid actors is reported in Figufgage 45 of [R12]).

Energy management / 1
Providing flexibility (M/490) 1
1
|
Actor A € 1
? :
E 1
! |
et L UL UL LU UL L L UL T ;-'nu - i ----------------------------------------------------
' art Grid
+ Grid/market Connectionll
| communication Point |
v
v
. Simple external
- consumer display
M/441 architecture
N N N N N N N N NN N N N N N NN NN NN N NN N NN N NN R RN RN NN RN NN R RN R R RN RN R RN RN E RN RN R R RN RN RN RR RN R s

*e.g. HBES device, smart appliances, storage, generator, domestic charger for EV, complex display
Actor A and Actor B can be understood as backend system

Figure 1: Flexibility functional architecture (Source ETSI-CEN-CENELEC, Smart Grid Coordination Group)

The functional components represented in this @grould be implemented/aggregated in different
systems and devices. In this document it will benshhow this generic functional architecture can
be mapped in the Energy@home architecture. The chetsmn adopted the system architecture
shown in Figure 2, providing to the customers nealu® added services ranging from simple
energy consumption awareness, up to a fully intedgraenergy management system. The
architecture is expected to increase in scoperasudt of the on-going collaboration activities and
interests of the Energy@home members.

In a Home Domain (later shown in Figure 19), tmafudes both the HAN (Home Area Network)
and the HN (Home Network) all the actors (home devices, CEMS, Smart Infd &ustomer

1 Developed by the “Smart Grid Coordination Group” as requested by the European Commission, mandate
M/490. Reference:
http://ec.europa.eu/energy/gas_electricity/smartgrids/doc/xpert_groupl_sustainable_processes.pdf

2 As reported in the glossary section, the HAN and the HN indicate a residential local area network usually
characterized by respectively low and high throughput. HAN is often referred also as PAN (Personal Area
Network), while the HN can be wireless (e.g. Wi-Fi) or wired (e.g. Ethernet).
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Interfaces) can cooperate through communicationharx@em. The aim of Energy@home is to
identify and describe the requirements of indoat antdoor platforms.

Prosveia‘gfs% E

Systems

Service
Piatform
. u
4

Standard
o, Appliances

‘Smart +Smart Plugs
Appliances ’

Area Network

Customer
Interfaces

Smart
Appliances

Figure 2: Energy@home architecture

Devices in the HAN communicate with each other tha wireless protocol ZigBee Home
Automation version 1.2 developed in collaboratioetween the ZigBee Alliance and
Energy@home and officially ratified in July 2013héBe international specifications define all
levels of communication including the syntax andhaetics of application messages exchanged
between the user devices. This ensures full inexedplity between systems and devices from
multiple vendors.

The HAN will interface with the DSO meter using mat metering gateway (Smart Info) that

provides measurement data recorded by the electroater communicating with it via the DSO

(Enel Distribuzione) power-line protocol. On thénet side, this device is part of the Home Area
Network and it communicates using the ZigBee praitot can be configured to send push data
received from the all the DSO meters and can beegla polling to acquire on-demand data.

The HAN devices are divided into "legacy devicestl & smart devices”. The first are traditional
devices that do not implement any communicatiolissand can only be controlled through a Smart
Plug. In Energy@home have been defined all the agessneeded to configure these smart plugs,
to receive energy data and instantaneous powerwaede the load permits, to control the switch
on/off remotely. Smart devices are connected devimewhich the messages are defined to identify
the type of load (e.qg., type of appliance, suppi@ame, firmware version, etc.) as well as to manito
and control the start and the status of operatmepmmunicate information to diagnose problems
as well as the transmission of statistical infoioraand the tunnelling of manufacturer proprietary
information of the appliance. Every electrical loatdla smart device can be planned through a
scheduling algorithm that uses the data structafiaed in Power Profile.

The Power Profile is a vector which represents @hergy needs of a device, in the case of a
washing machine each element of the vector reptesephase of the washing. Each element is a
schedulable phase not interruptible described bijeldls: the maximum power required, the
estimated time required, the expected energy coeduand, finally, the maximum delay allowed
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scheduling the phase. The CEMS collects the Powiidof all devices connected and performs a
scheduling algorithm to calculate the delay of estelge for each device; this permits to optimizes
the total demand in terms of maximum power and lgazost of energy that, of course, is always
subject to any restriction set by the client (sashthe time of termination of a wash) and to the
availability of energy from power plants and st@agstems in the home.

The main actors in the Home Domain are the follgwones:

* Smart Appliances: an evolution of the actual and standard white gpede hereunder some of
their possible new functionalities:

o Display to the customer information on their eneogynsumptions (e.g. used energy,
instant power, etc.)

o Dispatch in the HAN information on their energy samptions

0 Autonomously adapt their behaviour according t@nmfation on energy consumptions
coming from the house. (e.g. reduce their load wilebal house consumptions goes
beyond a threshold)

o Cooperatively operate with other entities in ortteoptimize the energy usage through
load shifting and load shedding

In any case, the load control operations eithefopeied autonomously or under an external

supervision, shall be performed under the compietdrol of the appliance, which assures

the correct execution of its working procedure atsd results and performances. For

example, a smart washing machine, when requesteabtify its consumption behaviour,

shall assure the result of the washing cycle.

e« Smart plugs (able to provide remote metering and to be remgotantrolled) could be
somehow included in the Smart Appliances categltinpagh they can provide no direct control
over the effect of remote control activities. Inrtgaular, Smart Appliances will not be
controlled by Smart Plugs

» Customer Interfaces:see hereunder some of their possible functioealiti

o Display information on energy usage like instantvpg historical data, contractual
information and similar, from the whole house (coghirom the Smart Info) and from
every single smart appliance. The level of detaitsl graphical layout of their user
interface is freely defined by every device

o Transmit control message to Smart Appliances taigsya modification of their
behaviour

o Configure Smart Appliances to modify their powensoemption profile (e.g. a personal
computer used to configure a thermostat to actittegecontrolled load only in certain
time slots)

The Customer Interface, from this perspective,osnected in the HN/HAN; it is foreseen the
possibility to have Customer Interfaces accesdieghiouse from the WAN through a specific
interface, but the definition of this interfaceoigt of the scope of the Energy@home project as
previously stated.

Typical Customer Interfaces are personal computemsart Phones, PDAs, ad hoc displays,
entertainment systems, in-house monitor and similEme software application, which
implements the user interface, could be local endbvice or remotely hosted in another device
(e.g. the Home Gateway) and accessed through weices

e Customer Energy Manager System (CEMS)The CEMS is CEM integrated with
communication functionalities, it is the gatewayvieen the HAN, the HN and the WAN (e.g.
internet). The CEM is a logical function optimiziremergy consumption and or production
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based on signals received from the grid, consumgelings and contracts, and devices
minimum performance standards. The Customer Endiayyager collects messages sent to and
received from connected devices; especially theoime/building sector has to be mentioned. It
can handle general or dedicated load and genenatagmagement commands and then forwards
these to the connected devices. It provides vicsavmformation towards the “grid / market”.
Note that multiple loads/generation resources carcdmbined in the CEM to be mutually
controlled.

« Smart Info: it is the element, provided by the DSO, which dishes energy related
information into the HAN. Published data are a sab-of those already available inside the
Home Electricity Meter, hence the Smart Info adte kb proxy of the meter. Additional data
could be possibly generated by the Smart Infofitdédticeably, near real-time instant power
(sampled at of about 1 Hertz frequency or highéQu&l be acquired by another metering
device, likely embedded inside the Smart Info. Aiddal elements (SI') can also be provided
by third parties and used to dispatch data gereatother meters into the HAN.

Outstanding components outside the Home Domain are:

« WSN-C: Wireless Sensor Network Center: it manages, tegethth the Home Gateway, the
HAN devices and provides service oriented intedater the development of third-party
applications.

* Electricity Meter: An electric meter, able to measure and record eisdgta in time
differentiated registers, and capable of transngttsuch data to central utilities system.
Moreover, the meter should provide bi-direction commication to allow remote management
of the meter.

* Aggregator: mediator between consumers and AD buyers, collecfgests and signals from
the AD buyers, pools flexibilities of consumershuild Active Demand services and makes
offers to the markets.

Please note that the proposed classification isigantended to identify the main categories of
devices in the Home Domain, without any limitatimnthe possibility for a device to implement
functionalities from more than a category. As aaregle, an advanced Smart Appliance, provided
with a rich user interface, could also implementctionalities typical of a Customer Interface. In
the same way, while typical smart appliances ararswhite goods, also a personal computer, able
to perform such operations, should be considereapphance from this perspective.
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2 Sequence diagrams

This section reports a set of sequence diagrantsstitav the possible interaction between E@h
devices. For a full and detailed description ofuke cases please refer to [R1].

2.1 Control modes

The interactions between the Energy@home devicasbeaoperated in two different control
modes, depending on how each device is willing astigipate to the overall system control
operation:

» E@h control disabled:In this operating mode there is no E@h control. dlvareness scenario
Is covered, but the devices in the E@h networkl st@l be scheduled and controlled by the
Home Gateway or energy Management System;

= E@h control enabled:In this case the operating mode is with E@h contwblere a full set of
Energy@home features are used, e.g. the applimarebe automatically scheduled according
to the needs of the user or the pre-emptive arcdiveacontrol on the devices is allowed.

Selection of the control mode has to be harmonkaedhe functional controller (e.g. the Home

Gateway or Energy Management System), and howsldtine and how it is selected by the user is
implementation specific and is outside the scopehete specifications: for instance, a special
button on the appliance might be used or, alterati a special function on the Central User
Interface may be adopted, depending on the implé&atien.

2.2 Startup and discovery

The device association and discovery proceduresigpendent on the underlying protocol used
(see for example chapt&rrore. L'origine riferimento non é stata trovata. for the mapping of
Energy@home procedures into ZigBee protocol). Herethe general startup procedure shall
follow the steps listed below, still depending be bperating mode:

1. Case of a Home Gateway NOT present:

Since the Home Gateway is not available, the adomsprocedure should be managed by
another device of the network, responsible forah#norization and authentication of the new HAN
devices willing to join, which shall provide usertkva user-friendly interface; alternatively, if no
user interface would be supported by this devigegieng mechanism with the other HAN devices
shall be enabled (such as button pressed or ofeging techniques).

2. Case of a Home Gateway present:

« The Home Gateway opens the network (i.e. enabler atbvice joining the HAN) through an
interaction from the user;

« The Home Gateway manages the authorization ancertithtion of the new HAN devices
willing to join the E@h network;

« The services offered by the HAN devices shall Hteraatically discovered using the underlying
protocol service discovery procedure: the E@h dsvighall then detect the addresses of the
devices they are required to communicate to;

* An auxiliary mechanism for enabling the configuratiof the HAN by using an interface
exposed by the Home gateway could be supporteciis w

An example of sequence diagram for Smart Appliaarad Smart Info joining a Home Gateway is

reported in Figure 3.
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Home Gateway E@H Smart Appliance E@H Smartinfo E@H

Nwk Joining and Association

Nwk Joining and Association
Service discove;’y procedures
Service discovery procedures I
____________________ 4

TT7F?§
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
+
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
|
I

Figure 3 — Startup and discovery procedure.

The service discovery procedure shall leveragehenprocedures defined by the communication
protocol.

2.3 Customer Awareness

One of the simplest and basic scenario report¢R1fis the visualization of current energy, power

and price data the sequences of messages repngsamtossible implementation of those scenarios
are depicted in Figure 5 and Figure 6. The engrgwer and cost information should be distributed
on the E@h network using those procedures.

Home Gateway E@H Smart Appliance E@QH Smartinfo E@H

Configure Report on power consumption info

[\ S—

1
Configure Report on General consumption info
1
I
I
Reporting data

Reporting data

AT TR T =TT =T——"71°

I
The application running on the home gateway can use ﬁ

this information to detemine the percentage of use of
the different appliance within the home.

———————————— == ———————]

Figure 4 — configuration of energy, power, and prie reporting procedure.

In case the Home Gateway is operating in the E@tank it shall acts as a mirror for the
information to the other devices on the HAN: thatams that the Home Gateway shall maintain up
to date data related to energy, power, and enarsgfy(if required), associated to each device ak wel
as metering data from the Smart Info related to dnghobal consumption. The devices willing to
access this information should access the mirranddrmation in the Home Gateway. That
mechanism provides the following main advantages:
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* It enables the support of sleeping devices in teevork: since devices may sleep in the
network, the Home Gateway (always-on device) shoulfer the data to be retrieved by other
devices in the HAN;

e It reduces the need of broadcast messages enhaheimpgrformance in case of wireless E@h
network: the mirroring feature on the Home Gatewagbles the other devices to communicate
in unicast to the gateway itself, reducing the nefethe broadcast messages in the HAN.

Report Instantaneous Power

Home .
Whitegood
Gateway

| Configure Power reporting |

1 —

! !

| Accept Power Reporting I

Visualization of

Power and energy I I
consumed by 1
Whitegoods I\ Report Instantaneous Power |

I [

I I

Report Instantaneous Power

Figure 5 — configuration of instantaneous power reprting on appliances.

Home ,
Whitegood
Gateway
| Power profile Notification |
| [Jser may check price
Cost calculation is | at specific time
triggered by the |
reception of Power ﬁ
Profile notification |
and Get Price L Get Price of specific Power Profile |
commands = !

Use constraints

to calculate cost I IAppIiance may
I show price

| Send Price of specific Power Profile

/l —

Figure 6 — Visualization of price associated to aqwer profile
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2.4 Appliance regulation

The descriptions of these interactions are repantetifferent examples and sequence diagrams: the
interactions and the message flows represent o@ynple of possible interactions. Please notice
that they might be different according to implenaioins and feature support.

2.4.1 E@h control disabled

In the following example it is described a possibiteraction with the user and the expected
messages exchanged between the smart appliancdseaddme Gateway.

User Smart Appliance Home Gateway

User changes an Appliance setting— PP: PowerProfileStateNotification

(i.e. selects a cycle) (PP_IDLE, PP_REMOTE = False)

Appliance is
In RUNNNG state

i ! !
- - 1 ~J ~J
Appliance is | } PP: Power ProfileNotification }
g:a}?eROGRAMMED : Only necessary : \: 3
| message can be sent [} PP: PowerProfileStateNotification ) S
] | (PP_PROGRAMMED, PP_REMOTE = False) | g
] | ~J =
| [} PP: GetPowerProfilePriceExtended* ] o
| L >l &
| :/ PP: PowerProfilePriceExtendedResponse : tﬁ
|
| Show Price | i | 10
% ] | 3
| : ] i ] @
I i ! i ] Z
i : I i I fn
| User changes an Appliance setting ) : ) 3
| (i.e. sets a delay) ) H ) o
| ~J ) @
| | PP: GetPowerProfilePriceExtended* | g
| | ~ §
1 :/ PP: PowerProfilePriceExtendedResponse : m
|
] Show Price } | S
[ ] ]
| | |
| | | P
1 v v
N & User presses Start Button ] ] g
Appliance goes (starts cycle ) | | z
In PROGRAMMED \: : 3
PP: EnergyPhasesScheduleStateNotification 3
WAITING TO START H - S
state ] ] &
] i PP: Power ProfileStateNotification 1 =
| (EP_WAITING_TO_START, PP_REMOTE = False)} I
! 2
| l m
| : X
H 9]
| H <
| H 'y
] i z
.
| i 4
. |
I i £
! i El
| H =
| @
[} =
| . o ©
] PP: PowerProfileStateNotification ‘f|
| (EP_RUNNING, PP_REMOTE = False) =
| 1
! L7
|
|
|
|
|
|
|
|
|
|
|
|

PP: PowerProfileStateNotification
(PP_ENDED, PP_REMOTE = False)

Appliance is
in END PROGRAMMED

state

R A R /A /2

* GetPowerProfilePriceExtended payload includes delay time to start

Figure 7 — E@h control disabled: example of sequeaaliagram with user interaction.
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Smart Appliance Home Gateway

PP: PowerProfileNaotification

Appliance is
In PROGRAMMED
state

PP: PowerProfileStateNotification
(PP_PROGRAMMED, PP_REMOTE = False)

vV

) | |
Appliance goes | PP: EnergyPhasesScheduleStateNotification |
In PROGRAMMED I >l

1
WAITING PP: PowerProfileStateNotification 1
TO START state (EP_WAITING_TO_START, PP_REMOTE = False))

—_— Y

PP: PowerProfileStateNotification
(EP_RUNNING, PP_REMOTE = False)

Appliance is
In RUNNING state

Y

. . PP: PowerProfileStateNotification
Appliance is (PP_ENDED, PP_REMOTE = False)

in END
PROGRAMMED state

-V ___

* GetPowerProfilePriceExtended can be generated any time by SA if a PP is active

Figure 8 — E@h control disabled: example of sequeadiagram.

When the total instantaneous power used by theeh@usasured in kW and described by the
attributeInstantaneousDemand case of ZigBee) exceeds the contractual limgs@dibed by the
attributeDemandLimif, we reach amverload condition: the HG starts to send periodically to the
Appliances (e.g. every 60 seconds) an “Overloadrvigi message, an alarm that will be reset by
sending once the “End of Overload Warning” messalgen the total instantaneous power returns
below the limif.

3 Issue #194
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Home :
Whitegood
Gateway
| Power profile Notification I
I Get Price of specific Power Profile I
| = |
Evaluate if enough
P"V“Ter:eav"vf]‘i'gggggsr”” Send Price of specific Power Profile |
(in this case not enough power
available) I
| lAppIiance may

Ishow warning
I Appliance Control Overload warning

I |

Figure 9 — E@h control disabled: Overload warning

2.4.2 E@h control enabled

In the following example it is described a simikenario as previously described in 2.4.1, but
where the Energy@home control is enabled.

2.4.2.1 Reactive control (overload management)

In Figure 10 is reported an overload managementesegg diagram, with reactive control.
Home

above available power:
it tries
to send a warning

Overall Power Still above
limit: the Gateway send a I
Pause command
to the whitegoods I

User activated ano -smart
device

Whitegood
Gateway 9
Appliance Is running
acycle

I Appliance Control - Signal state Notification

| Appliance Control - Signal state Request \|

Gateway detects ! . o -

overall power ||< Appliance Control - Signal state Response l

Appliance control Overload Warning

]

Appliance goes to
I pause state

Appliance control Overload Pause

/IAppIiance resumes

. Its normal behavior
| Appliance control Overload Resume \|

Figure 10 — E@h control enabled: sequence diagram céactive control (overload management).

2.4.2.2 Pre-empti ve control (scheduling)

In Figure 11 and Figure 12 are reported a sequéiaggam that shows how the scheduling phase is
accomplished in Energy@home.
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User Smart Appliance Home Gateway
User changes an Appliance setting | |
- - 1 PP: PowerProfileStateNotification |
Appliance is (PP_IDLE, PP_REMOTE = False) |
in PROGRAMMED ~
state PP: ScheduleMode (ReportAttributes) |
~J
Only necessary PP: PowerProfileNotification |
message can be sent ~J
PP: PowerProfileScheduleConstraintsNotification |

PP: PowerProfileStateNotification
(PP_PROGRAMMED, PP_REMOTE = True)

PP: EnergyPhasesScheduleRequest

L N __

PP: EnergyPhasesScheduleResponse

Show Optimal Start

PP: GetPowerProfilePriceExtended*

PP: PowerProfilePriceExtendedResponse

Show Price

1

Appliance goes

. User presses Start Button

in PROGRAMMED (starts cycle or accepts scheduling)

WAITING TO START > o
state PP: EnergyPhasesScheduleStateNotification

e L

|
|
|
| PP: PowerProfileStateNotification
:(EP_WAITING_TO_START, PP_REMOTE = Any)

(eventually if PP_REMOTE = True)

|
|
|
|
|
L
|
|
|
: PP: PowerProfileStateNotification
|
|
|
|
|
|
|
|
|
1

|
|
|
|
|
|
|
PP: EnergyPhasesScheduleNotification :
|
|
|
|
|
|

(EP_RUNNING, PP_REMOTE = Any)

Appliance is
in RUNNING
state

|

|

|

|

|

|

PP: Power ProfileNotification |

~

Internal PP modification 1

(i.e. load estimation) PP: EnergyPhasesScheduleNotification
(eventually if PP_REMOTE = True and schedule change)

eecee:

Apphance s PP: PowerProfileStateNotification
in END (PP_ENDED, PP_REMOTE = False)
PROGRAMMED >

state

* GetPowerProfilePriceExtended payload includes delay time to start

Figure 11 — E@h control enabled: example of sequendeagram with user interaction.
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Smart Appliance

Appliance is

in IDLE state
(some appliance
could not have)

Appliance is
in PROGRAMMED
state

PP setting

Appliance goes

in PROGRAMMED Remote
WAITING TO scheduling info
STARTSstate

Scheduling
request

Home Gateway

PP: PowerProfileStateNotification
(PP_IDLE, PP_REMOTE = False)

PP: PowerProfileStateNotification
(PP_PROGRAMMED, PP_REMOTE = False)

PP: PowerProfileNotification

A\ /. A,

}

PP: PowerProfileScheduleConstraintsNotification

A

PP: PowerProfileStateNotification
EP_WAITING_TO_START, PP_REMOTE = True)

PP: EnergyPhasesScheduleStateNotification

PP: EnergyPhasesScheduleRequest

PP: EnergyPhasesScheduleResponse

Scheduling
implementation

PP: EnergyPhasesScheduleStateNotification

Possible
re-scheduling

PP: EnergyPhasesScheduleNotification
(eventually if PP_REMOTE = True)

PP: EnergyPhasesScheduleStateNotification

Appliance is
in RUNNING state

PP: PowerProfileStateNotification
(EP_RUNNING, PP_REMOTE = Any)

Appliance is
in END
PROGRAMMIED state

PP: PowerProfileStateNotification
(PP_ENDED, PP_REMOTE = False)

bubtbadats St phenfeniendeiendiendies Sttty i i St Nt '-_--7--(
P /AN N IS /AN MG Zp NN P/ G AN A\

* GetPowerProfilePriceExtended can be generated any time by SA if a PP is active

Figure 12 — E@h control enabled: example of sequendeagram

2.5 CEMS algorithms

A typical CEMS algorithm shall perform the follovgrsteps:
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1. Pre-emptive phaselt performs a preventive control whenever possiding the following
metrics:
* Overload avoidance
* Energy Bill optimization
* Minimizing the tardiness on an expected appliaaskd

* Maximize the use of local power generation wherilalbke
2. Reactive phase it performs a reactive control on the controlealdevices when the

following cases occur:
» Possible overload (above the contractual power)
» Expected overload (above the power limit)

The general flow of the CEMS is shown in the fighetow:
:m:

Pre-emptive control for scheduling
devices

A 4
Measure overall power

easured overal
power > power
limit?

Reactive Control

Figure 13: General flow of CEMS

2.5.1 Pre-emptive phase (scheduling)

A fully-compliant implementation of a CEMS is recgd to implement the scheduling function.
This section is informative and it describes pdssiinethods for scheduling smart appliance in
order to perform energy management optimization.

Pre-emptive phase

The pre-emptive phase followed by the CEMS systerdescribed in the following figure. The
system proceeds with an estimation of the overaNgy (performed using historical data and the
predicted user behavior considering the time ofahg); if the estimation is already beyond the
power limit of the meter, the System proceeds withreactive mode.
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If the estimation is below the power limit, the t&ya checks if there is any requests by the Smart
Appliances or devices to start operating. If thexea request, the system will decide if the
scheduling needs to be operated:

1. locally on the Home Gateway:

2. remotely on the remote platform;

3. locally andremotely in parallel.

updating also in
remote?

Y

power profile to
local
A 4 A 4
power profile to power profile to
local remote

Schedule proposal (from
local computation)

A 4

local and remote [~% I_”;I

optimisation

procedure e

Schedule proposal (from
v v cloud computation)

local optimisation remote schedule to
procedure local

=] p—
Selected Schedule A 4

select
best schedule

{

Figure 14: Pre-emptive phase
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In the first case the Smart device notifies theewaty with the estimated power of the cycle that is
about to start; the gateway then schedules theopeaptime to start the device considering the
metrics required by the service, according to therdhm used (see next section). In case of remote
scheduling the pre-emptive phase is managed bgdireduling algorithm running in the cloud and
the scheduling time for an appliance is deliveredite Home Gateway which distributes the
scheduling to the device. In the third case theuwation is started in parallel in the local and
remote CEMS and the best results received aftakel famount of time are taken. The third
approach guarantees the best performances and paaat® also in case of fault between the
communication between the Home Gateway and theteeptatform.

Please note that in case of remote scheduling mertSlevices could just send information about
the type of energy cycle that is required to beraigel since the remote platform could retrieve
from stored data and match the appropriate powenaison curve over time; the remote platform
could then use this curve to schedule the deviceaasign the proper time for the device to start
according to the metrics required by the service.

Given the problem formulation, the scheduling ofwep Profiles, each composed by a set of
sequential phases (possibly to be delayed), undggg constraints is classified in the more general
family of Resource Constrained Scheduling ProblenfRCSP), which is known as being an NP-
Hard combinatorial optimization problem. For easyhjfems, exact methods can be exploited, such
as Branch&Bound and Mixed Integer Linear Prograngm{iMILP), with back-tracking and
constraints propagation to prune the search spdaeever, in most circumstances, the solution
space is highly irregular and finding the optimwsnn general impossible. An exhaustive method
that checks every single point in the solution spaould be infeasible in these difficult casesgsin

it takes exponential time.

A better approach for solving complex NP-Hard peotd that has shown great success is based on
metaheuristic algorithms. In Annex 2 the Quantum inspired PS@hwiévy flights (QPSOL)
algorithm is presented. It guarantees quick reaabeer changing conditions and can be used to
provide scheduling in limited time (e.g. showingirested cost on a Washing machine display
based on optimized schedule of appliance).

2.5.2 Reactive phase

This section shows an example in how the CEMS algarcould work, in term of reactive mode,
in collaboration with the alerts coming from the @&eter (see Figure 15).

In general, the CEMS received from the DSQO’s Srivlater the total power required by the house
(Ptx) and it compares this value with the contractpower (Pc). By default the Smart Info
publishes these values every 10 minutes. OnlyéafRitx is greater than the 80% of the Pc, the
CEMS requests an update for the Ptx. Any additisaguest must be submitted with maximum
frequency of 1 minute. The same scenario can biedpwhen a new load wishes to start if the
CEMS calculates that by adding this new load tha& fwower required exceeds the threshold (i.e. in
Italy this values is generally fixed by contrac8ad kW or 4.5 kW).

If the consumption detected by the Smart Meter easehis limit, an overload alarm is generated
and reported to the CEMS TypeAl !'= 0): there could be different status codes, each one
describing a specific scenario, but in general metibefore the disconnection event, Td, is
calculated, as well as the power surplus valuéwlen TypeAl == 2), equals to Ptx — 1.1Pc. That
information allows planning the next action thatNC&E must perform to prevent a blackout. In
order to optimize the algorithm the E@H system shpuovide a priority list of all the loads which
allows identifying the appliance to be switched. dthe algorithm determines the appliances that
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can still remain on, since they are consideredripes, while it forces the other loads to reduce
their consumptions or, if it is supported, to toffifor a specific time their tasks.

Smart Info
periodically sends i Max 1 request for minute
Ptx updates
Appliance Id «x« CEMS requests P " B%SPC
wishes toturn ON =|= ¥ toSmartinfothe Ptx > TypeAl 1=0
current Ptx 0,8Pc yp :

r 3

TypeAl I=0

CEMS evaluates the
InterventionTime/Outage (Td)
and PowerSurplus (Ps)

TypeAl=1 /\ TypeAl=2

Td = 180' - (Time - Td =_90'— (Time -
TimeofAll) TimeofAll)
Ps=Ptx-1,1Pc Ps=Ptx-1,1Pc

CEMS verifies all
. ID1L:P1=XW
the appliance
powered ON IDn: P = YW

= —— Loads can be interrupted

1 .
- at any time
|2
1
Verity ifin the 1 FALSE CEMS sends alert
meanwhile other loads - for manual
where turned on intervention

1 There could be traditional loads

TRUE that we do not control

CEMS requeststo the remaining
appliances (IDx,...,IDx+n) to turn OFF

Figure 15 — Example of CEMS algorithm
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3 Smart Meters requirements

The following picture describes the standard camfigion of residential on-site generation plant
(i.e. photovoltaic panel, mini wind turbine, etc..ipcluding both production and primary smart

meters.
\Yf'

- On-site generation plant

- -
lc s-d

]

E

|
|
Smart Meter M2 Smart Meter Ml
T Additional Meter l
- |
o |
L) 1
C 4 l Power distribution network
@

Smart appliances

Figure 16 - Use Primary and Production meters in E@h

The energy production of any on-site generatiomtpla monitored and recorded by a smart meter
(in the picture marked with the label M2 and theduced power with the arrow P). In such case the
primary smart meter (M1) monitors and records btite energy picked-up from the power
distribution network (arrow E) and the energy puibiit (arrow U). The home consumption of
energy (arrow C) is calculated as the contributbmoth a part from the on-site generation plant
and from the power distribution network.

To summarize, arrow C is calculated by the expoes€i = E + (P — U), where:

e E: Primary meter M1 CurrentSummationDelivered

e U: Primary meter M1 CurrentSummationReceived

e P: Production meter M2 CurrentSummationReceived
The instantaneous power data may be different doupto the table Data Quality Attribute ID that
identifies the data quality.

Device Data Quality ID

All data is certified 0x0000
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Only Instantaneous Power is not certified 0x0001

Only Cumulated Consumption is not certified 0x0002

Not certified data available 0x0003

In the case "All Certified Data", 0x0000, instargans power data is monitored from the meter M1
or M2 and the refresh rate will not be in real time

In the case “Only Instantaneous Power is not oedtif 0x0001, instantaneous power data is
measured by an additional meter installed on theepdine that supplies the user of the client,
measuring the vector C in a real-time frequency.

Finally, the next sequence diagram shows how thendid&ateway can configure the smart
appliances and Smart Info device to periodicalporetheir data.

: Smart Info E@h Smart Info E@h
Home Gateway E@h Smart Appliance E@h (Utility Primary Meter) (Utility Production Meter’

Configure Report on power consumption info

7

T
I
1
1
1
1
1
1
1
1
:
1
Configure Report on Genergl consumption info

Reporting Data

 REEEEEETEEEEETEEEEEEEPEERE

I
[]
1
1
1
1
Cor{figure Report on General production info
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Reporting Data

/

Reporting Data

The application running on the home gateway can use this information
to determine the percentage of use of the different appliance within the

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
|
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
I
1
1
|
1
home and report the production of energy :
1
1
1

Figure 17 - Management of Production and Primary meer in Energy@home

In annex 3 is reported a possible communicatiow&et HAN and an external interface, such as
web services, external authorities, and remoteesyst With the introduction of the production
system in E@h, knowing how much energy the prodacplant will produce in next days has
become essential for consumption peak shaving@adilbalance purpose. Therefore in the annex is
introduced a forecast service needs to constantiyntbad heavy satellite data and to do a complex
image elaboration process, so the service hasieren a remote dedicated server.
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3.1 Smart Info attributes

This section aims to describe the Smart Info attdéb used in the Energy@home system that
perhaps are already mapped in existing ZigBee &patoon. In the following table is reported a list
of DSO Smart Meter fields and the proposed mappirfigBee.
Please notice that the “TIME” field requests thiag¢ tcorresponding “TimeStatus” attribute in
ZigBee (a bitmask field) shall be set to 0x00, leeraatively to 0x04 if the “Daylight” time is used
It also verifies that the MasterZoneDst is set.to 1

Description ZigBee Attribute
0x0442
E(p) EEnergy | Total active energy of previous Metering PreviousMonthC
period (0x0702) onsumptionDeli
vered
Metering 0x0000
E(t) EEnergy | Total active energy of actual period [ (0x0702) Currer.1tSummati
onDelivered
Time
DATE EDate | Smart meter date (0X000A) 0x0000
. . Time Time (UTC
TIME ETime [ Smart meter time (OXO00A) format)
Daylight i 0x0001
Daylight EByte ‘y & Time )
(disabled/enabled) (0x000A) TimeStatus
Tall ETimeA | Time of alarm: Time of the last Reported using the Alarm
recorded alarm command
yp yte [Type of Alarm see section 4.
TypAl EB T f Al ( ion 4.7)
0X0441
E-(p) EEnergy Total negative active energy of Metering PreviousMonthC
previous period (0x0702) onsumptionRec
eived
Meterin 0x0001
E-(t) EEnergy | Total negative active energy of 0 0702g CurrentSummati
actual period (0x0702) onReceived
0x0401
Total daily active energy EEner Metering CurrentDayCons
current date &Y (0x0702) umptionDelivere
d
Meteri 0x0400
PTx EPower [ Instant power (Average in time Tx, 1 Oeoiggg InstantaneousD
second) (0x ) emand
Negative Instant power (Average in
time Tx, 1 second). Available only if
it is measured by smart meter. . 0x0400
P-Tx EP Metering InstantaneousD
ower [Please note that P-Tx is the field (0x0702) emand
used to measure the Smartinfo
production]
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Meter 0x000D
Pc EPower | Contractual power Identificatio i1abl
n (0x0B001) AvailablePower
Meter 0x000E
Pa EPower | Available Power is 110% Pc Identificatio hreshold
n (0x0B001) PowerThresho
EBArra Meter 0x000C
POD (15)y Point of Delivery Identificatio
n (oxoBoo1) |POP
¢ Case Utility primary Meter: 0x0000 0x0001
¢ Case Production Meter: 0x0001 MeterType ID
¢ Case Utility Secondary Meter:
0x0002
Meter
Meter Type Model Type | EWord |* Case Private primary Meter: 0x100 | |dentificatio
n (0x0B001)
¢ Case Private Production Meter:
0x101
¢ Case Private Secondary meter:
0x102
¢ Case Generic Meter: 0x110
Smart Info cases: 0x0004
¢ All Data Certified 0x0000 DataQualityID
¢ Smart Info DIN case: Only
Instantaneous Power not certified | Meter
DataQuality ID EWord | y0001 Identificatio
n (0x0B0O1)
¢ Only Cumulated Consumption
certified 0x0002
¢ Not Certified data 0x0003
Meter
Model EWord Identificatio | 0x0006 Model
n (0x0B001)
. Watt: 0x00 Metering .
Power Unit Mode EByte Decawatt: Ox01 (0x0702) 0x0302 Divisor
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Note:

« if divisor =
1000 implies
“watt”

e if divisor =
10000 implies
“decawatt”

Table 2 — Smart Info attributes

All the DataTypes used in the Smart Meter are rteyon the following table.

DSO format C ANSI equivalence Description

EByte Unsigned char 1 byte coded as required by the application

EShort Unsigned char 1 byte coded as integer (0-255)

EWord Short unsigned int 2 bytes coded as required by the application (most significant bit first)

2 bytes used for a short unsigned integer, most significant byte first,

EPower short unsigned int used for Power Resolution: 1 W (VAr, for reactive)

4 bytes used for a long unsigned integer, most significant byte first,

EEnergy Long unsigned int used for Energy Resolution: 1 Wh (VArh, for reactive)

Structure 3 bytes long:

1 Day (Values 1..31)

2 Month (Values 1..12)

3 Year (Values 00-99, 00 = 2000)

Edate Structure

Structure 3 bytes long:
1 hours

2 minutes

3 seconds

Etime Structure

EBArray(XX) Bytes array String of XX bytes max, null terminated, XX not defined

Structure 4 bytes long:
1 day
EtimeA Structure 2 hours
3 minutes
4 seconds

Table 3 — DSO Data Types
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4 Protocol specification

The E@h protocol extends the ZigBee Home Automatiod Smart Energy profiles. In order to

satisfy all the requirements of Energy@home uses;adifferent new devices and clusters have
been included in [R11] and thus here no furthesrimfation is provided. In Annex 1 is presented the
original mapping done between already defined Zeg8esters and/or CENELEC appliance

interworking functional blocks. In the next sectiare reported the main ZigBee requirements
adopted by the Energy@home Association.

4.1 Protocol Basics

The ZigBee application architecture is presentedRd]. The specific E@h devices can be

implemented leveraging on one or more Applicatiohje®ts (each one relying on its own

communication Endpoint), belonging to the ZigBegMkgation Framework.

ZigBee application objects include a collectionchisters, i.e. a related group of commands and
attributes, which together define an interfacepecsic functionality.

Application Framework

ZigBee Device Object
(zDO)

Application
Object 1

Application
Object 240

Endpoint 240 Endpoint 1 Endpoint 0
APSDE-SAP APSDE-SAP APSDE-SAP
Application Support Sublayer (APS) o
ks
APS Security APS Message Reflector o
i Management Broker Management S
Security g 2
Service ] - g-}
Provider Network (NWK) Layer 5
IEEE 802.15.4 - - =
defined } NWK Security NWK Message Routing Network 8
Management Broker Management Management N
ZigBee ™ Alliance
defined | MLDE-sAP | ( MLME-sAP
Medium Access Control (MAC) Layer
End manufacturer
defined
Layer M | PLME-sAP
function Physical (PHY) Layer
| 24GHzRadio |  [868/915 MHz Radio |
Layer

interface

Figure 18 — The ZigBee application architecturé&

4.2 Networking

Smart Appliance connectivity is expected to becanséandard functionality in the next future. This
will enable innovative services through an evolutfoom the current standalone appliance to the
future Smart Appliance. In the scope of E@h prgjechnectivity and digital domain computation
will enable in-house smart power management.

To this purpose, the adoption of several commuimingprotocols, either wired or wireless, has
been proposed (Konnex, LonTalk, Ethernet, etcgB&e RF transmission promises to be a feasible
solution: it is cost-effective and it is gettingegvless expensive over time; at the same time it
provides the flexibility of a wireless communicatiand benefits of the worldwide standardization

4 ZigBee Architecture as described in Errore. L'origine riferimento non é stata trovata., ZigBee Alliance®
Copyright
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of application profiles. Hence, in the followingjgBee is referred as the HAN communication
technology (see below).

—————
—

- e ~
- HAN 720
- (Home Area Network) ! S

o .
»7 Smart appliances ZigBee N\
, . . | Q \
,
’ e \
’
’ ey ‘ :
/ -
4 12 @ . i
/ - — !
4 / §
II /
- -
/ |1| e
1 I -\ ~ N
4 o '4| '5| \2 HN A
4 I 7 Home . (Home Network) \
! Smart ’ Gatewa v, B
| info as
: 17 1
\ ‘ :
\ | e :
\ ﬂ{ ;

N Customer = /
~ /
~ Interfaces - E O
-~ - I - /

Customer /

\ Interfaces P

Home Domain \

Devices interfaces N
HAN connections ~ -

HN connections

Figure 19 — HAN and HN connections.

The figure represents the user's Home Domain thatides both the HAN and the HN. In this
domain all the home devices (i.e. Smart Applian&msart Plugs, Home Gateway, Smart Info and
Customer Interfaces) can cooperate through somencmieation mechanism as specified in these
technical specifications.

In the figure the Smart Info is the device that ldes the Electronic Meter of the DSO to
communicate with the HAN, while the Home Gatewayhis Telco broadband residential gateway
with the extended functionality of gateway betwé&snHAN, the HN and the WAN (i.e. broadband
connection to internet). All the depicted interfacare logical ones and are expected to be
implemented through the communication technologcsied in this document.

4.3 ZigBee Stack profile
Products that are compliant to this specificatipallsuse stack profile number 0x02 (ZigBee PRO).

4.4 As a result of the integration of these specifi  cation within future
versions of ZigBee Home Automation Public profile ( ZHA),
Energy@home devices shall use of Profileld= 0x0104  °. However the
recently upgrades done by the ZigBee Alliance regar  ding the profile
interoperability between all the ZigBee PRO applica  tion profiles are

5 An Energy@home Profile ID = 0xC23C had been reserved for development purposes.
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changing the meaning of this value, and thus we rec ommend to
verify in the future release of the ZigBee Specific  ation (currently at

revision 20, Errore. L'origine riferimento non e stata trovata.) how to
handle this piece of information in order to be ful ly compatible

across all the public ZigBee Application profiles.A PS
Fragmentation Parameters

When using clusters requiring fragmentation (sestel definitions) there are application settings
from the APS IB that must be defined by the applicaprofile. These parameters are to be set as
shown in Table 4 - APS Fragmentation Parameters.

Parameters Identifier Type Value Description

apsinterframe Standard delay in milliseconds

D Oxc9 Integer 50 between sending two blocks of a

elay o
fragmented transmission

apsMaxWindowSize Oxcd Integer 1 Fragmentation parameter — the

maximum number of
unacknowledged frames that can be
active at once

Table 4 - APS Fragmentation Parameters.

In addition the Maximum Incoming Transfer Size Bi@h the Node descriptor defines the largest
ASDU that can be transferred using fragmentatiam.tke HA Profile the default value shall be set
as described in [R3]. Maximum ASDU size allowedspecified in [R4] and dictated by solution
needs and RAM capacities of the communicating @svic

4.5 Commissioning and security

The current E@h commissioning and security procegare based in two parts, a standard and
mandatory one derived from the Home Automation &rld an enhanced mode defined in Home
Automation 1.2.

STANDARD MODE:
ZigBee Home Automation 1.1 compatible mode [MANDARY:
The startup procedure of the network shall invahefollowing steps:
1. the network shall be opened by the Home Gatewaydhable permit joining to the routers
of the network);
2. each device shall join the network by using thexdifTC link key;
3. The devices will then receive a network key acauydhe common security mode specified
in ZigBee (network key encrypted with the TC lingyl.

ENHANCED MODE:
ZigBee Home Automation 1.2 installation code praseJOPTIONAL]:
The startup procedure of the network shall invahefollowing steps:
1. the network shall be opened by the Home Gatewaydhable permit joining to the routers
of the network);
2. each device shall join the network by using a uaid link key (i.e. same key on the
products and the home gateway derived with Hasbifsge in Smart Energy 1.0 - Matyas-
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Meyer-Oseas hash function); the TC link key shalderived from Serial/bar code or other
products code (e.g. 2D barcode);
3. the TC link key shall be configured on the homeegaty or portal controlling the gateway
and derived by the registration of the product code
The devices will then receive a network key aceuydihe common security mode specified in
ZigBee (network key encrypted with the TC link kefhe network key may change over time
according to the security policy of the Home Gatgwé losing synchronization with the proper
key the devices shall be able to rejoin using t8diik key.
Devices joining with the STANDARD MODE security nhigselect to downscale features due to
the security level and make those features acdegsist when joining through the ENHANCED
MODE.

No APL link keys are required to be used amongdinces to access the information in the E@h
network.

4.6 Best practices

Below some general recommendation that shall bentakto account when developing an
Energy@home device.

4.6.1 Service Discovery

Commissioning modes
Three different commissioning modes are typicalgcdssed within the ZigBee specification (see
[R3]):

* A-mode (automatic mode), which involves automatenmissioning of devices. The A-
mode generally allows for minimal (or no) humaremention.

* E-mode (easy mode), which involves the use of bsttar other physical mechanisms on
devices to direct devices during commissioning. Ehmode allows for simpler end-user or
professional installer commissioning. It usuallygits small installations (maximum size:
typical home).

* S-mode (system mode), which involves the use adraat tools and are typically used by
expert installers. The S-mode represents the masipiex form of commissioning and
includes the highest level of human interventidarudually targets larger installations such
as commercial premises and high-end residentiat@mments.

All E@h devices must support E-mode. E-mode comongsy may be a simple button press or
may involve a separate low-cost commissioning {tiké a remote control). The device can use
some form of automatic behaviour for instance juognthe network upon Power up, but shall still
provide the means for the end user to commissienddvice. S-mode (e.g. using commissioning
operated by an interface exposed by the Home ggjeskauld be possible.

Pair devices

The operation of pairing E@h devices may be opérasing easy commissioning mode as defined
in [R4]. See ZigBee Home Automation specificatioar fdetailed reference on the easy
commissioning procedures.

Example: a user would like to pair two devices (&xample, a Smart Appliance and a Home
Gateway). A button on each device is pressed amd “gairing” is done using the easy
commissioning procedures for complex device.
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4.6.2 Preferred Channels

When forming a new network, or scanning to join eéiwork, E@h devices should perform a
channel scans, possibly using one of the follovdhgnnels in order to avoid noisy channel and
the most common channels used by Widli; 14, 15, 19, 20, 24, 25This will improve the user
experience during installation (quicker joiningldgmossibly improve bandwidth (on average).

4.6.3 Broadcast Policy

Use of Broadcast messages should be minimized ab s possible in order to avoid network
flooding.

4.6.4 Frequency Agility
E@h devices shall support frequency agility asnefiin ZigBee Specification [R4].

4.6.5 Key Updates

E@h devices shall support “common security mo¢et. default preconfigured Trust Center link
key shall be used to transfer network key if nocgpeTrust Center Link Key is set through out-of-
band mechanism to the E@h device). Network keylatgs should be limited due to the
possibility of end devices missing two key ugdat

It is strongly encouraged that key updates shoualg be initiated by the user via interaction with
the Trust Center. Auto updates of security keyse@dbse risk that battery operated devices will
miss two key updates and need to be re-desined.

4.6.6 Return to Factory Defaults

In support of a return to factory default capapiliE@h devices shall implement the ZDO
Management Leave server service. When invoked avithicast address and the DeviceAddress set
to NULL=0x00000000, the device shall implement a K\beave. When invoked with a broadcast
address and the DeviceAddress set to NULL=0x00000Q@he device shall wait the broadcast
timeout period to allow the message to propadhteugh network, then the device shall
implement a NWK Leave. Prior to execution of the KWeave in either case, processing in the
device shall ensure all operating parameters aed te allow a reset to factory defaults.

4.7 Overload Management notification procedure

This section describes how to implement the OvdrM&rning notification procedure in ZigBee.
The whole use case can be found in [R1].

Smart Smart Controllablg HAN
Meter Info HAN Dev CEMS Devices |

]

i

Alarm Event (PLC

Alarm Cmd ( AlarmCodE, cluster |

\4

GetAlarm Cmd

GetAlarmResp Cmd (AlafmCode, ClusterlD, Time§ amp)

Figure 20 — Overload Management scenario
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The first part of the overload warning is generdbgdthe DSO meter, which recognize the limit
exceed by a residential user and thus an alarenisfeom the Smart Meter to the Smart Info. This
message is sent in a proprietary way.

Overload Warning Notification phase (initiated by Snart Meter)

* The Smart Meter notifies the Smart Info that thisra warning situation through an encoded
warning code and relative time stamp.

* Smart Info, via ZigBee Alarm Cluster, notifies tB&EMS about a warning situation. The Alarm
command payload is composed by the following field:

— Alarm Code: the alarm codes are defined inside MEtaster. See table below for their

definition.
Alarm Code 7B Meter. Cluster Use case meaning
definition
0x86 Limit Threshold First level of overload warning: the standard threshold has been exceeded
Exceeded
0x87 Limit Threshold OK The threshold is back to the standard value. Power consumption is in a non-
warning scenario.
0x88 Limit Threshold Changed Nth level of overload warning. Alarm escalation due to the overload condition

update.

— Cluster ID: Metering Cluster 0x0702

e The CEMS sends to the Smart Info a Get Alarm conim@larm Cluster) to retrieve
information (time stamp) about the latest Alarm iEve

« The Smart Info responds with a Get Alarm Resporm@arGand (Alarm Cluster) where, besides
Alarm Code, and Cluster ID, provides the time starhihe alarm event.

* Due to the presence of a time stamp, the Time &wgtould be implemented by Smart Info
(synchronized with the Smart Meter one)

Message exchange

Message

ID From To Description Parameters
0x00
Smart CEMS Alarm: Alarm Code
Info Signals an alarm situation on the Smart Info Cluster ID
0x02 CEMS Smart Get Alarm: None
Info  Ask the alarm with the earliest time stamp
0x01 Smart CEMS Get Alarm Response: Alarm Code
Info It is the response to the Get Alarm command. Includes additional Cluster ID
information about last alarm event. Time stamp
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The second part of the overload warning is genérhatethe CEMS, which now has received the
overload notification and it needs to report totladl smart appliances about this new state arnio try
reduce the total power consumed.

4.8 Device Description

All the devices used in the E@h specification asigdl in Table 5 are specified in section 7.4 of
[R11] and thus we avoid in this section to copynthia bold the proposal extension covered in this
specification document and that are not yet patheiZigBee Alliance specification.

Device | Device ID
Energy Management System (Home
Gateway) 0x0050
Smart Plugs 0x0051
White Goods 0x0052
Meter Interface (Smart Info) 0x0053
ESS (EnergyStorageSystem) 0x0054

Table 5 — Devices used in E@h Profile

Thus, only one additional device is currently prega in the Energy@home specification.

ESS (EnergyStorageSystem)

The ESS (Energy Storage System) is a system compgms@an energy StorageUnit (i.e. battery,

flywheel, compressed air, etc...), an Inverter &oaver Electronic Unit used to convert the energy
stored into electric power, and a Logic Unit actiag system supervisor that provides a
communication data interface. It could be part oér@ewable energy production inverter or exist as
a standalone storage system.

Supported clusters
In addition to those specified in the common @usthe ESS (EnergyStorageSystem) device shall
support the clusters listed in Table 6.

Server Side | Client Side
Mandatory

StorageUnit

Optional

Renewable Energy Production

Table 6 - Clusters Supported by the Metering Devic€Smart info)

| Energy@home | E@h Technical specification | 35/68 |




E@h Technical Version 2.0
specification S}

Energy@home

In the case the ESS (EnergyStorageSystem) canowatprstorage information, it can either loose
its function and cease to use the StorageUnit ad/imload energy, or continue to store/use the
energy from the StorageUnit on stand-alone/defzasts.

4.9 ZigBee Cluster List

The ZCL provides a mechanism for clusters to repbanges to the value of various attributes. It
also provides commands to configure the reportargumeters. The attributes that a particular ZCL-
defined cluster is capable of reporting are listethe ZCL specification as well. The E@h devices
utilize both the clusters specified in the ZigBekster Library [R2] and in the SE and HA
specifications ([R11]) whenever possible. The impatation details for each cluster are given in
the relative ZigBee specifications. Further speaiion and clarification are given in this document
when necessary.

The clusters used in this profile are listed in [€ab (in bold the new proposed clusters, that once
finalized and tested in Energy@home could be pregpas ZigBee Alliance as well).

Functional Domain Cluster Name Cluster ID
General Basic 0x0000
General Identify 0x0003
General Groups 0x0004
General Scenes 0x0005
General On/Off 0x0006
General Time 0x000A
General Partition 0x0016
General Power Profile 0x001a
General EN50523 Appliance Control 0x001b

Measurement & Sensing Temperature Measurement 0x0402
Smart Energy Price 0x0700
Smart Energy Demand Response and Load Control axo7yo
Smart Energy Metering 0x0702
Smart Energy Message 0x0703

Home Automation EN50523 Appliance Identification 0000
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Home Automation Meter Identification 0x0b01

Home Automation EN50523 Appliance Events and Alert9)x0b02

Home Automation Appliance Statistics 0x0b03
E@h Clusters StorageUnit 0x0B0O4
E@h Clusters RenewableEnergyProduction 0x0B0b

Table 7 — Cluster used in E@h specification

Please notice that most of those clusters listelthlile 7 are derived from the CENELEC standard:
since the EN50523 does not cover all the neededtiumalities, some extensions have been
introduced.

4.10 ZigBee Extension proposal

In the following sections, the new clusters thatildobe proposed to the ZigBee Alliance as
extension to the current ZigBee Home Automation fr@file specification are presented. The
description includes data organization and clusteenmand definitions, and further revisions are
expected before to submit a final version to thgBé&e Alliance.

4.10.1 Metering cluster (application guidelines)

Attribute reporting may be used for sending infotiorain the Reading Information and Meter
Status attribute sets. The frequency and timelinéspdating metering data contained in the
Metering Cluster Attributes and Profile Intervadsup to the individual Metering device
manufacturer’s capabilities. As a best practicemamendation, updates of the metering data should
not cause delivery of the information to end devig®re often than once every 30 seconds. End
devices should also not request information morenatan once every 30 seconds.

4.10.2 StorageUnit Cluster

4.10.2.1 Overview

This cluster presents attributes and commandséiariohining basic information about a device and
setting about user device information. In particuthe StorageUnit cluster is used to inform the
energy available to be used or stored in the Sédfag inside the ESS, the rate at which it is
possible to source or sink that Energy and a nurabiformation defining the StorageUnit. Since
the ESS converts electric power into energy suwetablbe stored in the StorageUnit (i.e. chemical,
Electric, mechanical, thermal etc...), attributéshes cluster will be in W, Wh, Ah, V, A. and Time
(i.e. electrical unit of measurements).

4.10.2.2 Server

4.10.2.2.1 Dependencies
None.
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4.10.2.2.2 Attributes

The attributes defined in this cluster are listed able 8.

Identifi Name Type Range Unit | Acce | Defaul | Mandato | Reporta
er SS t ry/Option ble
al
0x0000
StorageUnitType | Unsign | O=electri - Read - M No
ed 16- cal; only
bit _
integer 1=
thermal;
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0x0001 Thermal Energy | Unsign| 0=NO:; - Read No
Storage Type DHW | ed 16- 1= YES: only
bit '
integer
0x0002 Thermal Energy | Unsign| 0=NO; - Read No
Storage Type CH | ed 16- 1= YES: only
bit ’
integer
0x0003 Thermal Energy | Unsign| O0=NO:; - Read No
Storage Type Cooling ed 16- 1= YES: only
bit '
integer
0x0004 | FullDeviceCapacity] Unsign 1 Read No
ed 16- Wh only
bit
integer
0x0005 | FullDeviceCapacity | Unsign - 1 Read No
DHW ed 16- Wh only
bit
integer
0x0006 | FullDeviceCapacity | Unsign - 1 Read No
CH ed 16- Wh only
bit
integer
0x0007 | FullDeviceCapacity | Unsign - 1 Read No
COOLING ed 16- Wh only
bit
integer
0x0008 StorableEnergy Unsign 1 Read Yes
ed 16- Wh only
bit
integer
0x0009 | StorableEnergy DHW  Unsign - 1 Read Yes
ed 16- Wh only
bit
integer
Ox000A | StorableEnergy CH| Unsign - 1 Read Yes
ed 16- wh | only
bit
integer
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0x000B StorableEnergy | Unsign - 1 Read Yes
COOLING ed 16- Wh only
bit
integer
0x000C Min Modulation Unsigr (%) | Read No
ed 16- Only
bit
integer
0x000D Max Modulation Unsign (%) | Read No
ed 16- Only
bit
integer
Ox000E| ChargeMaxPower | Unsign - 1 Read No
ed 16- W only
bit
integer
0x000F ChargeMinPower | Unsign - 1 Read No
ed 16- W only
bit
integer
0x0010 | DischargePowerLimit Unsign - 1 Read No
ed 16- W only
bit
integer
0x0011 | MaximumChargeCurr Unsign - 0.01Ah | Read No
ent ed 16- only
bit
integer
0x0012 | MaximumbDischargeQ Unsign - 0.01Ah | Read No
urrent ed 16- only
bit
integer
0x0013 | MaximumChargeVolt Unsign - 0.1V | Read No
age ed 16- only
bit
integer
0x0014 | EndOfDischargeVolta Unsign - 0.1V | Read Yes
ge ed 16- only
bit
integer
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0x0015 BatteryCurrent Signeg - 0.01Ah | Read O Yes
16-bit only
integer
0x0016 BatteryVoltage uUnsign - 0.1V | Read O Yes
ed 16- only
bit
integer
0x0017 DHW Energy | Unsign - (%) | Read O No
generation ed 16- only
efficiency ~ bit
integer
0x0018 CH Energy Unsign - (%) | Read O No
generation ed 16- only
efficiency ~ bit
integer
0x0019 | COOLING Energy | Unsign - (%) | Read o) No
generation ed 16- only
efficiency ~ bit
integer
Ox001A | DHW Heat losses| Unsign [kWh/d | Read o No
rate ed 16- ay] |only
bit
integer
0x001B | CH Heat losses ratg Unsign [kwWh/d | Read o No
ed 16- ay] only
bit
integer
0x001C| COOLING Heat | Unsign [kwh/d | Read o No
losses rate e% 16- ay] | only
it
integer
0x001D | DHW DeltaSetPoint Unsign 1K | Read o No
ed 16- only
bit
integer
Ox001E| CH DeltaSetPoint| Unsign 1K | Read ) No
ed 16- only
bit
integer
0x001F COOLING Signed 1K | Read @) No
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DeltaSetPoint 16-bit only
integer

Table 8 — Attributes for the StorageUnit cluster

4.10.2.2.2.8torageUnitType Attribute

StorageUnitType is an unsigned 16-bit and conteiftsmation about the type of the Storage unit
making difference between a thermal and electroaterstorage.

4.10.2.2.2.2ThermalEnergyStorageTypeAttribute

ThermalEnergyStorageType is an unsigned 16-bit@rdains information about capabilities, in
case of a thermal storage unit, of storing enemglifferent modalities (DHW, CH and Cooling).

4.10.2.2.2.3FullDeviceCapacity Attribute

FullDeviceCapacity (for storage unit like thermovides it will be split into DHW, CH and
Cooling) is an unsigned 16-bit and contains the sizthe ESS. This value represents the amount of
energy that can be actually stored in the ESStrdee used. FullDeviceCapacity may differ from
the nominal storage capacity because of agingntélestress, system wear-out.

4.10.2.2.2.&torableEnergy Attribute

StorableEnergy (for storage unit like thermo dewiitewill be split into DHW, CH and Cooling) is
an unsigned 16-bit and contains the quantity ofrggneactually storable in the system and
eventually available to be used-up. Using a Reaibidte command the client device can be
informed on the quantity of energy (if any) stomlnh the StorageUnit. Based on this and other
information the CEMS algorithm can decide to storere energy in the StorageUnit. The energy
value can be also considered in order to have grEmnsive economic balance.

4.10.2.2.2.MinModulation Attribute

Min Modulation is an unsigned 16-bit expressed @mcpntage and defines the minimum value
allowed for machine modulation. The minimum vals@ot necessary 0, in some situations thermal
machines could have limitations on minimum value.

4.10.2.2.2.MaxModulation Attribute

Max Modulation is an unsigned 16-bit expressed encpntage and defines the maximum value
allowed for machine modulation. The maximum valsenot necessary 100, in some situations
thermal machines could have limitations on maxinuate.

4.10.2.2.2.ThargeMaxPowerAttribute

ChargeMaxPoweis an unsigned 16-bit and contains the maximumairianeous power that the
StorageUnit can manage when sinking energy frongtitdRenewable production plant. Using a
ReadAttribute command the client device can gentagimum electric power the ESS can sink by
the StorageUnit. Based on this information the CEAM®rithm can use the StorageUnit as load of
a given power that can be activated for a minimume tgiven by EnergyStorab{&argeMaxPower

If the ESS StorageUnit is a battery, a more aceueatimation of the power can be done by the
product of the “MaximumChargeCurrent” and the “Efid8chargeVoltage” attributes.

4.10.2.2.2.&€hargeMinPower Attribute
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ChargeMinPoweris an unsigned 16-bit and contains the minimumaimsineous power that the
StorageUnit can manage when sinking energy fromgtt@/Renewable production plant. This
attribute will be used in case of a modulating &g@Unit.

4.10.2.2.2.®ischargePowerLimit Attribute

DischargePowerLimits an unsigned 16-bit and contains the maximunairianeous power that the
StorageUnit can deliver sourcing energy to the/lgddl Using a ReadAttribute command the client
device can get the maximum electric power that &8 Ean deliver from the StorageUnit. Based on
this information and the AvailableEnergy informaticghe CEMS algorithm can estimate how long
a given load can be sustained by the energy stordtie ESS. Please note that if the ESS
StorageUnit is a battery, a more accurate estimaifdhe power can be done by a product of the
“MaximumDischargeCurrent” and the “EndOfDischargéslge” attributes.

4.10.2.2.2.1MaximumChargeCurrent Attribute

MaximumChargeCurrenis an unsigned 16-bit and contains, only for Batprage, the maximum
charging current the Battery Unit can manage whemging.

4.10.2.2.2.1MaximumbDischargeCurrent Attribute

MaximumDischargeCurrenis an unsigned 16-bit and contains, only for Battstorage, the
maximum current the battery can manage when digoiwar

4.10.2.2.2.12MaximumChargeVoltage Attribute

MaximumChargeVoltags an unsigned 16-bit and contains, only for Bgt&orage, the maximum
voltage the battery can reach when charging.

4.10.2.2.2.1FndOfDischargeVoltage Attribute

EndOfDischargeVoltagées an unsigned 16-bit and contains, only for Battgorage, the minimum
voltage the Battery can reach during discharge

4.10.2.2.2.1/BatteryCurrent Attribute

BatteryCurrentis a signed 16-bit and contains, only for Batteigyrage, the actual battery current
value — for monitoring porpoise only.

4.10.2.2.2.18BatteryVoltage Attribute

BatteryVoltage i@n unsigned 16-bit and contains, only for Battéoyagye, the actual battery voltage
value — for monitoring porpoise only.

4.10.2.2.2.1&nergyGenerationEfficiency Attribute

EnergyGenerationEfficiendigplit into DHW, CH and Coolings an unsigned 16-bit and defines the
efficiency for thermal energy generation in CH-GogiDHW.

4.10.2.2.2.1Heat losses rate Attribute

Heat losses ratésplit into DHW, CH and Cooling)is an unsigned 16-bit and defines for a storage
unit (for example DHW tank, house) the rate of ggdosses.

4.10.2.2.2.18DeltaSetPoint Attribute

DeltaSetPoint(split into DHW, CH and Cooling) can be unsignedisid 16 bit and defines the
capability to store more energy into thermo deuiceomparison to the normal working mode.
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4.10.2.2.3Commands Received
The commands IDs for the StorageUnit cluster atediin Table 9.

Command Identifier Field Description Mandatory/Optional
Value
0x00
storeAvailableEnergyRequest O
0x01 useStoredEnergyRequest O

Table 9 — Received Commands for the StorageUnit cligs.

4.10.2.2.3.ktoreAvailableEnergyRequest command

This basic message is used to store a given eirethg StorageUnit of the ESS. The command has
PowerRate as payload. The command can store emsrgpower for a given time: PowerRate
indicates the power/percentage of modulation i cdgshermo machines at which the CEMS wants
to store a given energy (i.e. CEMS may want toesttkWh of energy in the form of “1kW
PowerRate” for 1 hour instead of “500W PowerRatet £ hours, depending on its load
management algorithm).

As PowerRate can be expressed in percentage intordeve power for thermo machines, as soon
as the PowerRate payload assumes zero value in‘taeean device switched off (it will
correspond to minimum machine working mode, in ptwerds ChargeMinPower value). From
here the need to use the command with a doubleiduminary values, 1 for start and O for stop)...
In case the CEMS gives a thermo device the storéshlaEnergyRequest command it uses
PowerRate in percentage (a value between Min andrivtzdulation) and select the right value by
estimating how much power the thermo device shaligorb (by mean of Power rate [%] and
ChargeMax Power and ChargeMinPower). CEMS will tmnihe energy exported into the grid
and will adjust the PowerRate value in order tacheaero value for energy given to the grid. It
makes no sense to give the power consumption fekdizathe CEMS from the thermo device
because it will give estimation, not really measiuaad it is not precise as required.

If the StorageUnit cannot store energy at the givewerRate, it will execute the command at the
higher possible PowerRate. This command has a @aylommand reported on Table 10.

Octets 2
Data Type

Unsigned 16-bit intege

Field Name PowerRate

Table 10 — Format of storeAvailableEnergyRequest Pdyad.

In case of usage on thermo devices this commandr@ber payload command reported on Table
10.

Octets 2
Data Type
Signed 16-bit integer
Field Name CH [1], DHW [2],
Cooling [3]

Table 10 — Format of storeAvailableEnergyRequest Péyad (thermo device).
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4.10.2.2.3.1.Effects on Receipt

On receipt of this command, the device shall gareaastoreAvailableEnergyResponse message
(see 5.3.1.2.4.1).

4.10.2.2.3.21seStoredEnergyRequest command

This basic message uses part of the energy stortbe IESS StorageUnit to serve a load or the grid
(even if it is not used for EES like thermo devjcéthe command as a “PowerRate” as payload.
The command can dispose of the energy stored asrdowa given time: PowerRate indicates the
power at which the CEMS wants to extract from ther&yeUnit a given energy (i.e. CEMS may
want to sink 1kWh of energy in the form of “1kW PenRRate” for 1 hour instead of “500W
PowerRate” for 2 hours, depending on its load mamant algorithm). The CEMS algorithm
should check that the PowerRate is less than teehBrgePowerLimit attribute (see 5.3..1.2.2.4).

If the StorageUnit cannot source energy at thergRewerRate, it will execute the command at the
higher possible PowerRate. If the PowerRate igh@’command will not be executed.

This command has a payload command reported ore T4bl

Octets 2
Data Type

Unsigned 16-bit intege

Field Name PowerRate

Table 11 — Format of useStoredEnergyRequest Payload.

4.10.2.2.3.2.Effects on Receipt

On receipt of this command, the device shall géraaaiseAvailableEnergyResponse message (see
5.3.1.2.4.1).

4.10.2.2.4 Commands Generated
The command IDs generated by the StorageUnit setuster are listed in Table 12.

Command |dentifier Field Description Mandatory/Optional
Value
0x00 storeAvailableEnergyResponse @]
0x01 useStoredEnergyResponse 0]

Table 12 — Generated Commands IDs for the StorageUrgluster.

4.10.2.2.4.ktoreAvailableEnergyResponse command

This basic message is used to transfer energy finenRenewable Energy Production or from the
Grid into the StorageUnit. This command has a @aylcommand reported on Table 13

Octets 1 2
Data Type

8-bit Enumerator Unsigned 16-bit intege
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Field Name Status PowerRate

Table 13 — Format of storeAvailableEnergyResponse Rioad.

The Status field can have one of the enumeratolegaieported in Table 14.

Value Status Description
0x00
Charging
0x01 Discharging
0x02 General Fault
Not executable

0x03

0x04 — OxFF reserved

Table 14 — Status values for the storeAvailableEneygresponse command

The PowerRate payload confirm or correct the PowerRayload of the command: if the payload
of the command exceeds the hardware possibilitiethe command response PowerRate reports
the PowerRate of the executed command (i.e. thenmax possible PowerRate). When Status has
value 0x02 — OXFF (see Table 13) the payload vialt@on't care” (see next section).

4.10.2.2.4.1.1Effects on Receipt

On receipt of this command, the device shall chtbek the command is been completely executed
or be informed that is been partially executed (#tarned payload is different from what requested
in the command) or just ignore. If the Status hatuer between 0x02 to OxFF (i.e. a fault
communication, see Table 13) the device shall kegdvent, communicate the faulty condition to
the user or just ignore.

4.10.2.2.4.21seStoredEnergyResponse command

This basic message is used to extract energy frmrStorageUnit to feed the Grid or the home
loads. This command has the same payload commastdrefAvailableEnergyResponse command,
reported on Table 13. This command is not usethfernmo devices.

4.10.2.2.4.2. Effects on Receipt

On receipt of this command, the device shall chitbek the command is been completely executed
or be informed that is been partially executed (#tarned payload is different from what requested
in the command). If the Status has value betwed? @z OxFF (i.e. a fault communication, see
Table 13) the device shall log the event, commuaeitize faulty condition to the user or just ignore.

4.10.2.3 Client

4.10.2.3.1 Dependencies
None.
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4.10.2.3.2 Attributes
The client cluster has no attributes.

4.10.2.3.3Commands Received
The client receives the cluster specific commaretgetated by the server.

4.10.2.3.4Commands Generated

The client generates the cluster specific commaedsived by the server, as required by the
application.

4.10.3 RenewableEnergyProduction Cluster

4.10.3.1 Overview

The RenewableEnergyProduction cluster is used pwrtebasic information on the energy
production plant useful to a domestic power manaygmThis cluster presents attributes and
commands for determining basic information abodé@ce and setting user device information.

4.10.3.2 Server

4.10.3.2.1 Dependencies
None.

4.10.3.2.2 Attributes
The attributes defined in this cluster are listed able 15.

Identifier Name Type Range Unit Access Default Mandatory Reporta
/Optional ble
0x0000
GridVoltage Unsigned - 0.1v Read - @) No
8-bit only
integer
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0x0001 GridCurrent Unsigned - 0.01A Read - No
16-bit only
integer
0x0002  GridPower Unsigned - 1w Read - M No
16-bit only
integer
0x0003  GridFreq Unsigned - 0.01H Read - No
8-bit z only
integer
0x0004  ActualApplied Unsigned - 1w Read - No
PowerLimit 16-bit only
integer
0x0005 NominalPower  Unsigned - 1w Read - M No
16-bit only
integer
0x0006 SystemStatus Unsigned - - Read - M No
64-bit only
integer
0x0007 PartNumber Unsigned - - Read - No
64-bit only
integer
0x0008 Version Unsigned - - Read - No
64-bit only
integer
0x0009 CumulatedEnerg Floating - - Read - No
yReading point only
Single
Precisiofi
Table 15 - Attributes for the RenewableEnergyProductn cluster
4.10.3.2.2.GridVoltage Attribute
GridVoltageis an unsigned 8-bit and contains the mean grithgelvalue.
4.10.3.2.2.8%5ridCurrent Attribute
GridCurrentis an unsigned 16-bit and contains the mean cufeennto the grid.
4.10.3.2.2.&ridPower Attribute
GridPoweris an unsigned 16-bit and contains the actual Pavjerted to the grid.
s DataType 0x39 (4 octets length)
| Energy@home | E@h Technical specification 48/ 68




E@h Technical Version 2.0

specification

>

Energy@home

4.10.3.2.2.%ridFreq Attribute
GridFreqis an unsigned 8-bit and contains the grid AC fesopy.

4.10.3.2.2.3ctualAppliedPowerLimit Attribute

ActualAppliedPowerLimiis an unsigned 16-bit and it is used to informhé tnverter is “derating” its
MPPT power for internal reasons or external command

4.10.3.2.2.6lominalPower Attribute

NominalPoweris an unsigned 16-bit and represent the nominatriev power. It is a constant
characteristic of the inverter.

4.10.3.2.2.BystemStatudAttribute
SystemStatus a 5 byte attribute and contains the overalustaf the inverter.

Byte 0 Byte 1 Byte 2 Byte 3 Byte 4
Global State
Inverter State DC/DC channel 1 | DC/DC channel 2 Alarm
state state
Table 16 — Content values for the SystemStatus athiite
The content value for each of those bytes in ptesken the following table.
Global State Inverter State DC/DC channel x state larm
1 Input Over Current | 0 No alarm
Waiting (sun/Grid) | 0 Stand By 4
2
Checking Grid 1 Checking Grid 6 Input Over Voltage | 1 Sun Low
6 Run 2 Run 7 Input low 2 Input over current
9 Ground fault 3 Bulk Over Voltage | 9 Bulk Over Voltage | 3 Input under voltage
15 | Leakage fault 4 | Output over current| 14 | Ground Fault 4 Input over voltage
31 | Temperature fault 6 Bulk Under Voltage| 15 | Inverter Failure 7 Bulk over voltage
115 | Arc fault 10 | Grid Over Voltage 9 Output over current
15 | Leakage failure 11 | Bulk under voltage
16 | DC/DC failure 13 | Grid failure
26 | DC injection 23 | Ground fault
46 | Grid Failure 21 | Inverter failure
31 | DC injection error
32 | Grid Over voltage
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33 | Grid Under voltage

34 | Grid over frequency

35 | Grid under frequency

38 | Riso low

48 | Under Temperature

67 | Anti-islanding

68 | DC fuse failure

79 | Arc fault

81 | Module door open

Table 17 - List of values for the SystemStatus attrilite

4.10.3.2.2.RartNumber Attribute

PartNumberis an unsigned 8-byte and contains an 8 char sttefoing the part number of the
inverter.

4.10.3.2.2.¥ersion Attribute

Versionis an unsigned 8-byte and contains an 8 char stkitly additional information on the
inverter model and its setting.

4.10.3.2.2.10CumulatedEnergyReadingAttribute

CumulatedEnergyReading a 32-bit floating point and contains the lifeéincumulated Energy
produced by the inverter.

Byte O Byte 1 Byte 2 Byte 3
En3

En2 Enl EnO

Table 18 - Content field for CumulatedEnergyReading #ribute

En (4 bytes) is the cumulated energy reading espcesr Wh, with En3 being the most significant
byte and EnO the less significant byte. Energyeslare coded as follows:
Energy = En3 = 22* + En2 = 216 + En1 x 28 + En0

4.10.3.2.3Commands Received
There are no commands received for this cluster.

4.10.3.2.4 Commands Generated
There are no commands generated for this cluster.
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4.10.3.3 Client

4.10.3.3.1 Dependencies
None.

4.10.3.3.2 Attributes
The client cluster has no attributes.

4.10.3.3.3Commands Received
The client receives the cluster specific commaretgetated by the server.

4.10.3.3.4Commands Generated

The client generates the cluster specific commaedsived by the server, as required by the
application.
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Annex 1 - ZigBee and CENELEC mapping

Several use-cases have already been defined [@lihg on HAN and HN connectivity. Each use
case requires the implementation of several funstige.g. product identification, statistics
collection, alert management, etc.). The followiaple includes all the interesting tasks with a
preliminary mapping with already defined ZigBeestkrs and/or CENELEC appliance
interworking functional blocks. See [R8] and [R93]faore details.

E@h feature
Scenario requirement Coverage in ZigBee Coverage in EN50523
1
Visualization of ZigBee Cluster Library Not supported
current energy and | Metering Cluster
power data + cost. | price Cluster
2 Visualization of ZigBee Cluster Library Potentially COLLECT
historical data. Metering Cluster DIAGNOSIS DATA MID can
be used
3 Alarm ZigBee Cluster Library SIGNAL EVENT/STATE
Alarm Cluster MIDs which support Alert
Event OID management
4 Other energy ZigBee Cluster Library Not supported
information Message Cluster
5 Home Domain ZigBee Cluster Library EXECUTE COMMAND
Overload Metering Cluster MIDs and SIGNAL STATE
management Demand Response&Load MIDs covers statements and
Control Cluster status of SA
6 Optimize energy ZigBee Cluster Library Not supported
cost in case of time- Metering Cluster
based prices contractprice Cluster
7 Demand response ZigBee Cluster Library EXECUTE COMMAND
Price Cluster MIDs covers statements to
Demand Response&Load SA
Control Cluster

Table 19 — Mapping between ZigBee clusters and/or CENLEC appliance functional blocks

According to the preliminary analysis, the E@h oases could be fulfilled implementing several
functions embedded into a single Application Objddtie same table reports also the potential
correspondences between ZigBee and CENELEC corepisiology which will be deeply
analysed in the next paragraphs.

The clusters implemented in the Smart Applianceddcteverage on the ZigBee Home Automation
(HA) profile. Essential HA or SE clusters, relatetith electrical appliances functionalities, are
implemented (e.g. Identify, Basic, Group, etc.)e Hame end-point includes clusters, derived from
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Smart Energy profile, which will be added to monigtectrical appliance energy consumption (e.g.
Metering cluster).

CENELEC functionalities described in [R6]-[R7] raivered by existing ZigBee clusters but useful
for E@h project, are implemented in private (patelyt, in a near future, public) dedicated clusters
Moreover, manufacturer specific tasks could be eldbd in a private cluster as well.

The ZigBee Alliance provides a Cluster Library (2QR2]which is intended to act as a repository
for cluster functionality that is developed by Ze@ A developer implementing a profile should
use the ZCL to find relevant cluster functionalibat can be incorporated into the new, even if
private, profile. This also allows ZigBee profiles be developed with more of an object oriented
style approach.

Throughout the ZCL, a client/server model is empbthyTypically, the entity that stores the
attributes of a cluster is referred to as the seofethat cluster and an entity that affects or
manipulates those attributes is referred to ascltlent of that cluster. However, if required,
attributes may also be present on the client duster. The E@h-defined clusters described below
follow, as much as possible, the ZCL approach.

Cluster Attributes
(Data) ,\\

Cluster Functions ’_4_1“%
(Operations) —\ Cluster Attribute ID
\ (Field ID)
Cluster ID
(MID & OID)
N 7 SE profile derived
ZB Clusters groups ; clu’s)ter(s)
;;F/g?;; onal (e.g. Simple Metering)
ZB Clusters
Cluster ID Pttt Lo e el ) (9 [ -l -——
(Object ID) | / ProfilelD(eg. HAPID) | \ |
/ \
CENELEC Potential \ Essential HA clusters
(ZigBee-mapped) private functions  (related with
clusters (clusters) Smart Appliance Use Cases)

Figure 21 - Architecture of Smart Appliance ZigBeeapplication layer and CENELEC mapping on ZigBee protocb
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Potentially, Smart Appliances could be configurechanew device in the E@h profile, i.e. generic
“White Goods” device or more detailed sub-categrés depicted in the following (i.e. according
to CENELEC specifications). In the following tahlea potential mapping of CENELEC
networking concepts on ZigBee protocol is proposed.

Concepts ZigBee Protocol Mapping

OID
Cluster ID

OID Data Cluster attributes

MID value field ZB cluster command with data paraendield

MID individual transmission ZB individual transmisa

MID group transmission ZB group transmission oeraatively,
individual transmission to all linked devices

MID broadcast transmission ZB broadcast transmissio

Functional Block Group of clusters

Primitives Addressing ZigBee Protocol Mapping
Change value
primitive Individual | Individual Write request (“Write attribes” command, Command

Identifier Field Value: 0x02) on ZB attribute

Group Group Write request on ZB attribute to linkimvices

All Broadcast Write request on ZB attribute toddlices
Get value Individual | Individual Read request (“Read attritgitecommand, Command
primitive Identifier Field Value: 0x00) on ZB attribute

All Broadcast Read request on ZB attribute

Return value |Individual | Individual “Read attribute response” ameind (Command Identifier

primitive Field Value: 0x01) related to read ZB attribute
Send value Individual | Individual Report attribute request (et attributes” command,
primitive Command Identifier Field Value: O0x0a) on ZB atttiébu

Group Individual Report attribute request to linldslices

All Individual Report attribute request to linkedwuces
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Annex 2 — QPSOL algorithm

In this annex the QPSOL (Quantum inspired Parel@arm with Lévy flights) algorithm is
presented. Please notice that Telecom Italia owsaent on this algorithm, published on August
7th 2014, publication number W02014117861 Al, Rguest number PCT/EP2013/052047. For
more information please see [R13]. More detailestdption of the QPSOL algorithm can be

found atwww.thinkmind.org/download.php?articleid=iccgi 201430 10119.

After several experimental and simulated altermatimetaheuristic approaches, the proposed
algorithm is a variant of the PSO algorithm that && described as Quantum inspired PSO with
Lévy flights (QPSOL). The algorithm tries to cagumd exploit some of the best characteristics of
various algorithms. The result being an algoritimai provides a good balance between exploration
and exploitation that gives quasi-optimal solutiomishin a very short time even with limited
computing power. In fact, it can run efficiently an Home Gateway (HG) with low power
embedded system running a Java Virtual Machinehm ©SGi framework. The two main
assumptions of the QPSOL algorithm are:

* First, as in Quantum PSO, particles have no madsrave around their attractor within a
probability distribution.

» Secondly, rather than follow the quantum physiea tises the exponential distribution, in
QPSOL particles move according to the nature-iespitévy distribution. From our
experiments and simulations, the quantum inspi®@,Reoupled with the Lévy distribution,
has proven to outperform the classical PSO andgiwadl QPSO.

For our purposes, the Lévy distribution coefficienthosen in QPSOL is actually the Cauchy
coefficienta = 1. The Cauchy random generator is much simpken the more general algorithm

for Lévy generation and that is a determining fadto runtime execution. Since the random
generation needs to be executed for an umpteenerushiimes (i.e. the dimension of the problem,
by the number of particles in the swarm, by the bemof iterations of the algorithm), the

computing speed of the random generation is ofrpauat importance. From our experiments,
within a given time limit allotted to the algorithto find a solution, the Cauchy version of the
algorithm is able to execute almost twice the nundddterations than the general Lévy version.
Therefore, even if there was an optimal coefficienthat provides better results for the same
number of iterations, it will be outperformed byetlCauchy variant that with more allowed
iterations finds better solutions. Since Cauchysisply a special case of the general Lévy
distribution, henceforth we will continue to refier the algorithm as a Quantum PSO with Lévy
flights QPSOL.

QPSOL for Scheduling Appliances

As any population based metaheuristic algorithroheaarticle represent a complete solution to the
problem, i.e. a complete schedule for all the PolRfiles of the appliances. Since each Power
Profile is itself composed by a sequence of phagesnodel each particle (complete solution) as a
set of N sub-particles, wherd&l is the number of Power Profiles and where eachpsuticle
represents the schedule for the energy phasestdPtwer Profile.

Below we report the pseudo code of the evolutiothefsub-particles in the swarm and it represents
the core of the QPSOL algorithm.

Procedure: nextRandomFlight

void nextRandomFlight(ProfileScheduleSubparticle be stParticle)
Parameters

bestParticle - ProfileScheduleSubparticle
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Returns Void

Pseudocode
Set globalBestPositions Array to the best Particle’
Initialise currentMaxSlack to profileSlackinterval
Initialise phaseMaxDelay to profileSlackinterval
For each i iterating over all Phases of the Profile
If iis greater than O (i.e. for all Pahses other than
Set phaseMaxDelay to the minimum
MaxAlowedDelay
If phaseMaxDelay
Set i of phasesCurrentPositions to 0
continue;
EndIf
EndIf
Initialise r to a random real number uniform in [0
Initialise attractor to r multiplied by Phase(i)'s
multiplied by Phases(i)'s globalBestPositions(i)
Initialise ¢ to a random real number with Cauchy d
Initialise step to ¢ multiplied by (attractor minu
Set Phase(i)'s currentPosition to attractor plus s
If  Phase(i)'s currentPosition is less than O or greate
Set Phase(i)'s currentPosition to 0
EndIf
Subtract to currentMaxSlack the new updated Phase(

EndFor
Set tardiness to profileSlackinterval minus current

s best Positions Array

the firts one)

between currentM axSlack, and Phase(i)'s
1]
currentBestPositions(i) plus ( 1 minus r)
istribution
s Phase(i)'s currentPositions(i))
tep

r than phaseMaxDelay

i)'s currentPosition

MaxSlack
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Annex 3 - Production forecast acquisition system

This section reports a possible communication betwAN and an external interface, such as web
services, external authorities, and remote syst@tb. the introduction of the production system in
E@h, knowing how much energy the production plaiit produce in next days has become
essential for consumption peak shaving and loaanisal purpose. Therefore this section introduces
a forecast service needs to constantly downloadyhsatellite data and to do a complex image
elaboration process, so the service has to resideemote dedicated server.

Use case scenario

In this paragraph we will describe the interactimetween E@h CEMS and a forecast service,
which is composed by two main steps:

* Plant registration: the plant is registered in tbeecast service. This means that forecast
service needs some relevant plant parameters &r ¢odcompute a production forecast,
such as nominal power, location ...

» Forecast acquisition: once registered, CEMS caiogienlly invoke the forecast service to
obtain expected production values that the CEMSstanw to the home user or stored to
make decisions about consumption peak shavingaatidalancing.

Plant registration

In the registration phase, the CEMS GUI providesgstration form that the home user or the plant
installer can fill with relevant plant information.

Data inserted in web form are sent to the foresastice invoking a specific web method. In this
way the service collects all the necessary dassath the forecast computation process.
Registration form data can be categorized in tweasirgeneral information and plant
information . The registration web form asks the user for #wa dhown in the following tables.

General information

Plant unique ID (DSO ID
Provider URL

Working start date

Plant address

Address House number
CAP

City District
Longitude Latitude

Plant referent

Name and Surname

Telephone

E-mail

Figure 22 - General information plant
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Plant information

PNI — Nominal power [kWp]

Inverter model (brand/model no.)

Number of MPPTs
For each MPPT, the following table must be compiled

MPPT n

Number of Homogeneous fields
Homogeneous fieldset of PV modules with the same ti

—

and azimuth
For each Homogeneous field, the following table nines
compiled
HOMOGENEOUS FIELD n
Title

Azimuth (south = 180°, east = 90°)

Modules model type (brand/model no.)

Number of strings

Number of modules for each string

Figure 23 — Plant Registration form

When the user fill the registration form and prées “submit” button in the interface, the CEMS
wraps all the compiled fields in a web request s@nds the request to the Forecast Service, as in
the following sequence diagram.
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CEMS

RegisterPVPIlant(Plantinfo)

Forecast Service

OK/KO

Figure 24 - Sequence diagram CEMS/Forecast service

Forecast Service reply with the result of the regi®n process. IF succeeded, CEMS is now able
to make forecast prediction requests with its uaidD with which it has registered in the
registration form.

Forecast data acquisition

Once registered, CEMS starts periodically the fasedata acquisition process: the CEMS makes a
request to the Forecast Web Service asking foexpected plant power of the next hours.
Forecast service returns a sequence of expectedrpaw a specific date time that is stored by
CEMS in a database to let it be available by usberwhe/she requests the expected plant
production information. The Forecast service tylyceeturns 72 power values, once an hour for
the next 72 hours.

CEMS

Forecast Service

GetForecastedProduction a

GetForecastedProduction Result e

Figure 25 — Forecast Data Acquisition message exaige

Data exchanged in this sequence diagram are deddrikihe following tables.

Message ID From To Description Parameters

e String plant_UD

e String quantityType
GetForecasted Forecast | CEMS asks the forecast service for|. pateTime date
Production CEMS Service |the current PV power
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e String Provider
¢ DateTime created
¢ Timelnterval validFor

Sequence of:

GetForecasted « String quantityType
Production Forecast Forecast service returns the|. DateTime ti nest anp
Result Service | CEMS expected plant power e Double val ue

Below a description of the GetForecastedProductoiest and response parameters is reported as
well.

Plant_UID
Plant unique ID, as passed to the Forecast Seaticgegistration time|
This ID corresponds to the id that ENEL assignsh® PV Plant when
deployed

quantityType
The quantity to which the CEMS wants the forecastually only the
Current Production Power can be retrieved (writtershorter form as
pac), but in the next future also energy, irradianced aather
environmental parameters could be retrieved)

date Day in which the forecast process is executed. cBflyi is today, but
CEMS could also need forecast elaborated in previdays to store
historical forecasts

Figure 26 - Description of the GetForecastedProduixin request parameters

Provider
Name of the provider of the forecast service

Created
Forecast creation timestamp

validFor Interval of the forecasted values

quantityType The forecasted quantity

Timestamp The timestamp to which the forecasted value iscatzul

Value The forecasted value

Figure 27 - Description of the GetForecastedProduimin response parameters

Communication protocols

To communicate externally with the CEMS, the mostdicommunication protocols in the web
services implementations currently used in Energg@#areSOAP andREST:

 SOAP is a communication protocol that wraps messagé#enrin XML with some custom
SOAP custom tags, and sends these wrapped messeggddTTP protocol using HTTP POST
method.
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* REST is a different communication protocol that usesTRTGET method to read values from
server, and HTTP POST method to insert/write valndble server (instead of SOAP that uses
exclusively HTTP POST), and sends messages wiittplain XML format or JSON format.

In Energy@home, both protocols are supported, andekt paragraphs we show how messages
defined in are exchanged using SOAP and REST.

SOAP

RegisterPVPlant Request

POST http://forecast-service.eu/webservice.asmx HTTP/1.1
content-Type: text/xml; charset=utf-8

SOAPAction: "http://forecast-service.eu/RegisterPvPlant"
Host: forecast-service.eu

<?xml version="1.0" encoding="utf-8"?7>
<soap:Envelope xmlns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema™
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<RegisterPvPlant xmlns="http://www.energy-home.it">
<Plant_UID>string</Plant_UID>
<start_date>string</start_date>
<Address>string</Address>
<number>int</number>
<CAP>1int</CAP>
<city>string</city>
<district>string</district>
<latitude>double</latitude>
<longitude>double</longitude>
<hame>string</name>
<surname>string</surname>
<telephone>int</telephone>
<emai l>string</email>
<plant>
<pni>double</pni>
<inv_model>string</inv_model>
<mppt_num>int</mppt_num>

<mppt>
<field_num>int</field_num>
<field>
<tilt>double</tilt>
<azimuth>int</azimuth>
<moduTe_model>string</module_model>
<string_num>int</string_num>
<module_num>int</module_num>
</field>
<field>
</field>
</mppt;..
<mppt>
</mppt;..
</p1ani;.

</RegisterPvPlant>
</soap:Body>
</soap:Envelope>
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RegisterPVPlant Response

HTTP/1.1 200 OK

GetForecastedProductiornrequest

POST http://forecast-service.eu/webservice.asmx HTTP/1.1

Content-Type: text/xml; charset=utf-8

SOAPAction: "http://forecast-service.eu/GetPlantForecast"

Host: forecast-service.eu

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlIns:xsi=

http://www.w3.0rg/2001/XMLSchema-instance

xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelop
<soap:Body>
<GetPlantForecast xmIns="http://www.energy-home.it

<plant_UID> string  </plant_UID>
<quantityType> string  </quantityType>
<date> string </date>

</GetPlantForecast>
</soap:Body>
</soap:Envelope>

GetForecastedProductiorresponse
HTTP/1.1 200 OK

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlIns:xsi="http://www.w3.0rg/2001/XM
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:soap="http://schemas.xmlsoap.org/soap/envelop
<soap:Body>
<GetPlantForecastResponse xmIns="http://www.ene

<provider> string  </provider>
<created> string </created>
<validFor> string  </validFor>

<ForecastValueSet>
<ForecastValue>

<quantityType> string  </quantityType>
<timestamp> string  </timestamp>
<value> double </value>

</ForecastValue>
<ForecastValue>

<quantityType> string  </quantityType>
<timestamp> string  </timestamp>
<value> double </value>

</ForecastValue>

</ForecastValueSet>
</GetPlantForecastResponse>
</soap:Body>
</soap:Envelope>

e/">

LSchema-instance
e/II>

rgy-home.it">
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REST (XML version)

RegisterPVPlant Request

POST {ROOT_URL}/RegisterPvVPlant HTTP/1.1
Content-Type: text/xml; charset=utf-8
Host: forecast-service.eu

<?xml version="1.0" encoding="utf-8"?7>
<RegisterPvPlant xmlns="http://www.energy-home.it">
<Plant_UID>string</Plant_UID>
<start_date>string</start_date>
<Address>string</Address>
<number>int</number>
<CAP>int</CAP>
<city>string</city>
<district>string</district>
<Tatitude>double</Tatitude>
<longitude>double</Tongitude>
<name>string</name>
<surname>string</surname>
<te1ephone>1nt</te1ephone>
<email>string</email>
<plant>
<pni>double</pni>
<inv_model>string</inv_model>
<mppt_num>int</mppt_num>

<mppt>
<field_num>int</field_num>
<field>
<tilt>double</tilt>
<azimuth>int</azimuth>
<moduTle_model>string</module_model>
<string_num>int</string_num>
<module_num>int</module_num>
</field>
<field>
</field>
</mppt> o
<mppt>
</mppt>
</plant> o

</RegisterPvPlant>

RegisterPVPlant Response
HTTP/1.1 200 OK
GetForecastedProductionrequest

GET
{ROOT_URL}/getforecastedproduction?plant_UID=string&quantityType=string&date=st
ring HTTP/1.1 ]

Host: forecast-service.eu

GetForecastedProductionresponse

HTTP/1.1 200 OK
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<GetPlantForecastResponse xmlns="http://www.energy-
<provider>string</provider>
<created>string</created>
<validFor>string</validFor>
<ForecastValueSet>
<ForecastValue>
<quantityType>string</quantity Type>
<timestamp>string</timestamp>
<value>double</value>
</ForecastValue>
<ForecastValue>
<quantityType>string</quantity Type>
<timestamp>string</timestamp>
<value>double</value>
</ForecastValue>

</ForecastValueSet>
</GetPlantForecastResponse>

home.it">
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Glossary - Terms and Abbreviations

Term Description
AG See HG.

The Appliance Power Profiie a data structure containing information abowe
energy consumption of an appliance (load profilatesl toits cycles) and son
other useful information for load shifting or loadedding its usage.

Appliance
Power Profile

APL ZigBee Application Layer
APS ZigBee Application Support Sublayer
ASDU ZigBee Application Service Data Unit
CEMS Community Energy Management System, the aggregatbe HAN data

An appliance or Smart Info User Interface extenslsigoal is having remote
more verbose, portable, remote, user friendly, igonéble device. It could be
Customer physical device or, more commonly, it is only aiéay component, which can
Interfaces visualized by a PDA, a pc or a Smart Phone (cordeat the HAN or HN)
Typical implementations are through Web pages or custom addtweritten fo
each of these devices.

Demand side management (DSM) entails actions tifatence the quantity «
Demand-side patterns (load profile) of use of energy consumgceihd userssuch as actior
Management targeting reduction of peak demand during periotterwenergysupply system

are constrained. Noticeably techniques are lodtirginand load shedding.

In electrical power business a Distribution Syst&mperator is an operator tt

PO carries and delivers electricity to the consumemfithe TSO's distribution lines.

Algorithm, to obtain the price of energy at a gitene (e.g€ per kwh from 08:0

Enerav Cost to 19:00) replicating the conditions applied by theergy Retailer. The Ener

Al ogr?;hm Cost Algorithm to get the price could be quite céempand, in any case, defin
9 by each Eargy Retailer. The Energy Cost Algorithm shall reeeas inputs

Power Profile, either actual or estimated, andha&lineeded metering data.

Energy Regulation Algorithm is any procedure whibéfines the strategy f

E coordinating Smart Appliances behaviour, in ordereach energy consumption
nergy 2 :

" cost optimization and to guarantee the overallgrarnce of the system, using

REEMENDT | he global ion, i l P Profile and th
Algorithm inputs the global energy consumption, its cost, llgopes Power Profile and t

status. Min control techniques involved in the Energy Ragah algorithm ar
load shifting and shedding.
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Companies that participate in the retail energyketaproviding a service (energ

Energy Retalle to the end user.

HA ZigBee Home Automation Public Application Profile

Home Area Network: it is a residential local areawork, usually characterized
low throughput. It igypically used for communication between devicethinithe
HAN home such as sensors, smart plugs, smart thermastathousehold appliances
can be a Wireless network (e.g. ZigBee) or wiredg.(ePower Lin
Communication). This is often referred to as PAMr@®nal area network)

Home Gateway: it is the gateway between the HAM,HN and the WAN (e.(
internet). It is able to interface Smart Applianeesl Customer Interfaces throt
the communication protocol(s) used in the HAN arid (ZigBee, Wi-Fi,etc.) anc
to provide a broadband connection to internet ()suaa a standard ADS
connection). Moreover, the Gateway is able to cokmergy data, from the Sm
Info and from the user’s appliances, and publigimtin the HN and WAN.

HG

It identifies a boundary of the wired/wireless comnsation system (HAN ar
Home DomainHN), covering Smart Appliances, Customer Interfacémart Info and Hormr
Gateway. This boundary is usually the customer’ad¢o

Condition which takes place@hen aggregated home load exceeds a given |
limitation. Power limitation can be determined hiffetent causes according to
regulation in place. For example, in South Europentries, domestic connectic
are subject to a maximum contractual poweng. 3kW). Note that maximu
contractual power limitation process is managethiyMeter, which the only act
is entitled to sense threshold exceeding and téoqmerneeded action. In sor
circumstances, the Meter will open the breaker idiately, withhout emitting an
alarm. In other countries, the limitation is impddey physical limitation of th
home equipment and apposite safety devices amdletsto prevent the overload.

Home Domain
Overload

A Home Energy Monitor is a device providing the somer a prompt ar
convenient feedback on electrical (or other) enargg. These devices may ¢
display cost of energy, estimates of greenhouseegaissions, near real tir

A IS, consumption of some electaicloads inside the house. Usually its displayinote

el from the measurement point and portable insidéntuse, communicating with t
sensor and the Home Electricity Meter using a wirgglg.power line
communications) or wireless methodology.

N A Home Network is a residential local area netwdslically characterized

high throughput. It is used for communication betweligital devices typical
I‘deployed in the home, usually personal compufaisters, gateways. The hol

Home Networ : - :
network can be wireless (e.g. Wi-Fi) or wired (&thernet).
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Load profile is the variation in the electrical tb&ersus time. A more speci
Load Profile definition is the Power Profile, which takes intocaunt the poweused by th
load.

Energy utilities' method of reducing demand on ¢hergy generation system

temporarily rationing distribution of energy to féifent geographical areas; t
can be done by forcing the switch off of some eledbadsin the grid or b
reducing the power consumption of some of thosgs(Hitering their load profile).

The most drastic kind of load shedding are rollinlgckouts, the last res:
measure used by an electric utility company in otdevoid a total blacka of the
_ power system.

Load Sheddintsmart Appliances could significantly help to avditese last resort measul
reducing temporarily their power consumptions: Isdddding could be perform
by the appliance control logic itself changingptswver consumption pfite (load
profile) during its working operations. This actiamplies information comin
from the Utility through the Smart Grid to the StmAppliance in order to sign
the need, carrying usually also a severity levekill performances should not
greatly or noticeably affected by the load sheddapgration (it belongs to tl
Demand Side Management techniques).

Load Shifting is an electric load management tegimmithat aims to shift tl
pattern of energy use of a device (lgafile), moving demand from the pe
hours to offpeak hours of the day. It belongs to the Deman& $Sdnagemel
techniques.

Load Shifting . . ;
In the Smart Appliance context, the load could aehesingle electric load of t
appliance or, more generally and commonly, tiverall working cycle of th
appliance (which consists of a complex sequenceactization of those sing
loads, in order to achieve the needed performahtteeanachine)
MID CECED Message Interaction Description

OID CECED Object Identifier

Peak demand or peak load are terms used in Demdadvianagement describi
Peak Demanca period in which electrical power is expected eégobovided for a sustained per
or Peak Load at a significantly higher than average supply lefRgdak demand fluctuathis may
occur on daily, monthly, seasonal and yearly cycles

Power profile is the variation of power consumptmian electrical load vers
time, thus specifying the [[Load Profile]] concept. will vary according t

Power Profile customer typdtypical examples include residential, commerciadl andustrial)
temperature and holiday seasons. In the Smart &pms contexthe
more specific concept of Appliance Power Profilesed.

SE ZigBee Smart Energy Profile Specifications
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It is an appliance connected in the HAN and equippéh some intelligence
cooperate with the other home actors in order wvide new services to t
consumer, like for instance energy consumption em&ss, demand response, etc.

Smart The Smart Appliance plays an active role in the d@ystem complying with ti
Appliance system policies, satisfying the user wishes andawdw assuring its be
performance. Most of these technologies imply soxf@mation transfer from tr
Smart Grids to the SmaAppliance (thus a communication channel withie
HAN and outside the Home Domaia)d an additional control and supervis

logic (inside and/or outside the appliance).

This device enables the communication betweenléotrenic meteand the HAN

Smart Info It is the element, provided by the DSO, which pdeg energy information into t

SI HAN. Published data are a sebt of those already available inside the H
Electricity Meter, hence the Smart Info acts likeraxy of the meter...

Device provided with a HAN interface (e.g. ZigBdbat typically has a pow
Smart Plug meter able to calculate the power/Energy consumpfdhe connected load anc
typically provided with a Relay that can be usedetmotely power on/off the load.

TOU Time of Use
TC ZigBee Trust Center

Transmission System Operator. In electrical powssiress, a transmission sysi
TSO operator (TSO) is an operator that transmits etadtpower from generation plar
to regional or local electricity distribution op&yes (DSO).

Wide area Network: it is a computer network thatezs a broad area (i.e., ¢
network whose communications links cross metrogoliboundaries) This
different than personal area network (PANs), Laaa network (LANS) whic
are usually limited to a room, building, campuspezgively.

WAN

ZCL ZigBee Cluster Library
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